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OIIPEJAEJIEHUSA

B HacTos1meM TOKyMEHTE HCIIONb3YIOTCS CIEAYIOINE TEPMUHBI U UX OIPEICIICHUS.

ABTOMATH3HPOBAHHAS CHCTEMa — CUCTEMA, COCTOSIILAsl U3 NIEPCOHANA U KOMIUIEKCa
CpPEICTB aBTOMATH3AIMH €r0 JeATeIbHOCTH, peau3yomas HH()OPMAITMOHHYIO TEXHOJIOTHIO
BBINOJIHEHHS YCTAHOBJICHHBIX (DYHKIIMH.

AyTeHTH(GUKALUSA OTIPABUTE/IS JAHHBIX — ITIOATBEPXKIECHUE TOTO, YTO OTIIPABUTEID
MIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoCTh NepPCOHAIBHBIX JAHHBIX — COCTOSIHUE 3aLUILEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepPU3yeMoe CIIOCOOHOCTBIO TMOJIb30BaTeNeH, TEXHUYECKUX CPENICTB U
MH(POPMALIMOHHBIX TEXHOJIOIUH 00eCIeunTh KOH(PHAEHIIMATBHOCTD, IEJIOCTHOCTh U
JOCTYITHOCTh MEPCOHAIBHBIX TAHHBIX MTPU UX 00pabOTKe B MHPOPMALIMOHHBIX CUCTEMAX
NEPCOHAIBHBIX JaHHBIX.

Buomerpnyeckne nepcoHaJabHbIe JAHHbIE — CBEJCHHS, KOTOPHIE XapAKTEPU3YIOT
(Gu3noI0rNUecKue 0OCOOEHHOCTH Y€JI0BEKAa U Ha OCHOBE KOTOPBIX MOKHO YCTAaHOBUTH €TI0
JUYHOCTB, BKJIIOYast poTorpaduu, OTIeYaTky NajibleB, 00pa3 CeTYaTKH Ii1a3a, 0COOCHHOCTH
CTPOEHUS TeJa U APYTYyIo Mo100HYI0 HH(POPMALIHIO.

BJioxupoBaHue nepcoHaNBHBIX JAHHBIX — BpEMEHHOE IIpEKpalleHue coopa,
CHUCTEMATH3allH, HAKOIUICHHS, NCII0JIb30BaHuUs, PACIIPOCTPAHEHUS, IICPCOHANIBHBIX JAHHBIX, B
TOM YUCJIE UX MEpEAAUN.

Bupyc (koMnbHOTepHBIH, IPOrPAMMHBINH) — UCIIOJIHSIEMbII IPOrPaMMHBIN KO UITH
WHTEPIPETHPYEMBI HAOOP HHCTPYKIIHMA, 00JIaIal0IINA CBOMCTBAMHU HECAHKIITMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocIipon3BeeHus. Co31aHHble 1yOIMKaThl KOMIIBIOTEPHOTO BUpYca He
BCETJ]a COBMAJIAIOT C OPUTUHAIOM, HO COXPAHSIOT CIIOCOOHOCTH K JTaJIbHEHIeMy
pacipoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHas nporpamMma — mporpaMMa, npeJHa3Ha4eHHas Ul OCYLICCTBICHHUS
HECaHKIIMOHMPOBAHHOTO AOCTYNA U (MJIM) BO3AECHCTBUS HA EPCOHATIbHBIC JaHHbIE UM PECYPCHI
UH(POPMALIMOHHOM CUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcecnomorarenbHble TeXHHYECKHE CPeICTBA H CHCTEMbI — TEXHUYECKHUE CPEJICTBA U
CHCTEMBI, HE ITpeJHa3HAuYEHHbIE JUIs Ilepeaun, 00pabOoTKH U XpaHEHUs IIEPCOHANBHBIX JaHHBIX,
YCTaHABJIMBAEMBIE COBMECTHO C TEXHUYECKUMU CPEACTBAMH U CUCTEMAaMHU, NIPEAHA3HAYECHHBIMH
JU1s 00pabOTKM EPCOHANBHBIX JaHHBIX UM B TOMEIICHUSIX, B KOTOPBIX YCTAHOBJICHBI

I/IH(bOpMaL[I/IOHHBIG CHUCTCMBI IICPCOHAJTIbHBIX NAHHBIX.



JocTyn B onepanuoHHYI0 cpeay KoMnbioTepa (MHPOPMALMOHHON CHCTEMBbI
NMEePCOHALHBIX JaAHHBIX) — MMOTYYCHHE BO3MOKHOCTH 3aITyCKa Ha BBITIOJHEHUE MITATHBIX
KOMaH[, (pyHKIMI, TpoIeyp ONepariioHHON CUCTEMBbI (YHHUTOXECHHS, KOITMPOBAHUS,
nepeMenIeH s U T.11.), UCTIOTHAEMBIX (aillIoB IPUKIIATHBIX POTPAMM.

JocTtyn Kk uH(pOpMaMK — BO3MOKHOCTb MOJIy4eHUS HH()OPMALIUY U €€ UCTIOJIb30BAHMUS.

3aki1a04HOe YCTPOHCTBO — 3JIEMEHT CPE/ICTBA CheMa UH(OPMAINH, CKPHITHO
BHEJPSIeMBIH (3aKJ1a/IbIBAEMBIN WJIH BHOCUMBIIT) B MECTa BOBMOKHOT'O CheMa HHpopMaIiu (B
TOM YHCJIE B OTpaKJI€HUE, KOHCTPYKIIHIO, 000pYy0BaHKE, TPEIMEThl HHTEPhepa, TPAHCTIOPTHBIE
CpENCTBa, a TAK)KE B TEXHUUECKHE CPEJICTBA U CUCTEMBI 00pabOoTKH HHGOPMAIIHH ).

3ammmaemas nngopmanus — nHGoOpMaIus, ABIAIOMIAACA IPEAMETOM COOCTBEHHOCTH
U TO/JIC)KAIIAs 3alUTE B COOTBETCTBUU C TPEOOBAHUSIMHU IPABOBBIX JOKYMEHTOB MU
TpeOOBaHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM WH(OpMaIuy.

HNnentudukanms — npucBoeHrne CyobeKTaM U 00BEKTaM JIOCTyIa UIeHTU(PUKATOpa 1
(uH) cpaBHEHHE MPEIBSIBISAEMOT0 HACHTU(PHUKATOPA C IEPEYHEM ITPUCBOCHHBIX
UACHTH()HUKATOPOB.

NudopMaTUBHBIA CUTHAJ — 3JICKTPUUYECKUE CUTHAJIBI, aKyCTUYECKHUE, DJIEK-
TPOMarHUTHbIE U Ipyrue (pU3nvecKue mos, o napameTpaM KOTOPbIX MOXKET OBITh PacKpbITa
KOH(pHIeHIIMaTbHas nHpopManus (TepcoHalbHbIE JaHHbIe) 0OpabaThiBaeMas B
UH(POPMALIMOHHOM CUCTEME TIEPCOHANBHBIX JTaHHBIX.

HNudopmanuonnasi cucremMa nepcoHaJbHbIX 1aHHbIX (UCIIH) — nndopmarnmonnas
CUCTeMa, IpeJICTaBIsIoIast COO0N COBOKYIHOCTD MEPCOHANIBHBIX IAHHBIX, COACPKAIIUXCS B
0a3e JaHHBIX, a TaKXKe WH(POPMALIMOHHBIX TEXHOJIOTHIA U TEXHUUYECKUX CPEICTB, MO3BOJISIONINX
OCYILECTBIISATH 00PAaOOTKy TaKMX MEPCOHATIBHBIX JAHHBIX C UCIOJIB30BAHUEM CPENICTB
aBTOMAaTH3AIMK WU 0e3 UCIOJIb30BaHUS TaKUX CPEJCTB.

HNudopmanuoHHble TEXHOJOTHH — IIPOLECCHI, METOBI TOUCKA, cOOpa, XpaHEHHUS,
00paboTKH, MPEAOCTABICHHS, PACIPOCTPAHEHUSI MHPOPMALIUU U CLIOCOOBI OCYILIECTBIICHUS
TaKUX MPOIECCOB U METO/IOB.

Hcnonb3oBaHue nepcoHAIbHBIX JaAHHBIX — ICHCTBUA (ONepalii) ¢ IepCOHATIbHBIMU
JTAaHHBIMHU, COBEPIIIAEMbIE ONIEPATOPOM B IIENIAX MPUHATUS PEILICHUIN UIIN COBEPIICHUS UHBIX
NeMCTBUH, TOPOKIAIOIIUX IOPHINUYECKUE TIOCIEACTBUS B OTHOLICHUN CYObEeKTa IIePCOHANBHBIX
JAHHBIX WM IPYTUX JUI] 100 MHBIM 00pa30M 3aTparuBaroliX MpaBa U cBOOObI CyObeKTa
MEPCOHAIBHBIX JaHHBIX WU APYTUX JIHII.

HcTouHuk yrpo3sl 6€30nacHoCTH HHPOPMAIIUHM — CYOBEKT J0CTyIA, MAaTEPHATbHBIN
00BEKT WM (hPU3UYECKOE SIBICHUE, SBIISIOIINECS IPUYNHON BOSHUKHOBEHUS YTPO3bI

0e301acHOCTH HH(OPMALIHH.



KonTpoaupyemasi 30Ha — IpoCTpaHCTBO (TEPPUTOPHUSL, 3JaHHUE, YACTh 3/1aHUS,
MIOMEIIEHHUE), B KOTOPOM UCKIIIOYEHO HEKOHTPOJIUPYEMOe peObIBaHHE TOCTOPOHHUX JIMII, &
TaK)K€ TPAHCHOPTHBIX, TEXHUUYECKUX U MHBIX MaTEPUAIIBHBIX CPEJCTB.

KonpuaeHnnaJIbHOCTh NEePCOHATBHBIX JAHHBIX — 0053aTEJIBHOE I COOIIOICHUS
OIIEPaTOPOM MJIM MHBIM MOIYYHUBLIMM JOCTYI K IE€PCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX paclpocTpaHeHue 6e3 corinacusi CyobeKTa MepCOHAIBHBIX TaHHBIX WM HATWYHS
MHOT'O 3aKOHHOT'O OCHOBAHUS.

Me:xceTeBoii 3KpaH — JOKaIbHOE (OJHOKOMIIOHEHTHOE) WIIH (PYHKITHOHATBHO-
pacrpeesieHHOe TporpaMMHOe (MPOTPaMMHO-aNTapaTHOE) CPEACTBO (KOMILIEKC),
peanu3syoniee KOHTPOJIb 32 HHpOopMaLuei, mocTynaonei B ”HPOPMALMOHHYIO CUCTEMY
NEePCOHANBHBIX JAHHBIX U (MJIM) BBIXOAIIECH U3 MHPOPMAITMOHHON CUCTEMBI.

Hapyumureb 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — QU3UYECKOE JIUII0, CIIYIaifHO
WIN TIPEAHAMEPEHHO COBEpILAIOIIee ACHCTBUS, CIEICTBUEM KOTOPBIX SBJISETCS HApYLIEHUE
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe TEXHUYECKUMHU CPEICTBAMH B
UH(POPMALIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX TAHHBIX.

HeaBToMaTu3upoBaHHasi 00padoTKa MepPCcOHAJIbHBIX JaHHBIX — 00padoTKa
NEPCOHAIBHBIX JAHHBIX, COJIEpHKAIMXCA B UHPOPMALIMOHHON CUCTEME MIEPCOHANIBHBIX IaHHBIX
1100 W3BJICYEHHBIX U3 TAKOW CUCTEMBI, CUNTACTCSl OCYIIECTBICHHON 0€3 NCIIOIb30BaHMUS
CpeACTB aBTOMAaTH3aIMH (HEaBTOMAaTU3UPOBAHHOMN), €CIIN TaKHE JCHCTBUS C IEPCOHATLHBIMHU
JAHHBIMH, KaK UCIIO0JIb30BaHUE, YTOUHEHHE, PACIPOCTPAHEHNE, YHUUTOXKEHHE IEPCOHATBHBIX
JAHHBIX B OTHOLIEHNUHU KaXXJI0TO U3 CYyObEKTOB EPCOHAIBHBIX IaHHBIX, OCYILECTBIISIOTCS IPU
HEINOCPEICTBEHHOM Y4aCTHH YEJIOBEKA.

HepexaapupoBaHHbIe BO3MOKHOCTH — (DYHKIIHOHAJIbHBIE BO3MOXXHOCTH CPE/ICTB
BBIYUCIIUTENIbHOW TEXHUKH, HE OITMCAHHBIE WIIM HE COOTBETCTBYIOIINE OITMCAHHBIM B
JOKYMEHTAIUH, IPU UCTIOIb30BAaHUN KOTOPBIX BO3MOKHO HapyllleHHe KOH(PUAECHINAIBbHOCTH,
JOCTYITHOCTH MJIU LIEJIOCTHOCTH 00pabaThiBaeMOi HH(OpMAIIH.

HecaHKnnoHNpPOBaHHBIN A0CTYN (HECAHKIIMOHMPOBAaHHbIE JeHCTBHUS) — JOCTYII K
UH(pOPMALUU WU IeHCTBUA ¢ MH(OpMaluel, Hapylarolye npaBuia pa3rpaHudeHus J0CTyna ¢
UCIIOJIb30BAaHUEM LITATHBIX CPEJICTB, IPEIOCTABISIEMbIX HHPOPMALMOHHBIMU CHCTEMaMHU
NEPCOHAIBHBIX JaHHBIX.

Hocureas ungopmanuu — pusnyeckoe U0 WIK MaTepHaTbHBIA 00BEKT, B TOM YHCIIE
¢u3nyeckoe mose, B KOTOPOM MH(POPMALUs HAXOJUT CBOE OTPAKEHUE B BUJIE CUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKUX PEIIEHUH U MPOLIECCOB, KOJINYECTBEHHBIX XapaKTEPUCTHK

(U3NUECKUX BETUYMH.



Oo0e31nYuBaHMe MEPCOHATBHBIX JAHHBIX — JICCTBUS, B PE3YIbTAaT€ KOTOPHIX
HEBO3MOKHO OIPEACTUTh MPUHAIICKHOCTh IEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX JaHHBIX.

O0padoTKa nNepcoHAJBHBIX JAHHBIX — ICUCTBUS (OTEepaIun) ¢ MepCoOHATbLHBIMHU
JTAHHBIMH, BKJIF0UYasi cOOp, CUCTEMATHU3allNIO0, HAKOIIJICHHE, XpaHEeHue, yTouHeHHe (0OHOBJIEHHE,
M3MEHEHHE), HUCIIOJIb30BaHKE, PACIIPOCTPAHEeHHE (B TOM YHCIIE TIepeaady), 00e3InInBaHue,
OJIOKMPOBAaHKE, YHUUYTOKEHHUE MMEPCOHATBLHBIX TaHHBIX.

OO0menocTynHble NEPCOHATbHbIE JaHHBIE — IEPCOHAIbHbBIE TaHHBIE, JJOCTYII
HEOTPAaHMYEHHOTO KpyTa JIMIl K KOTOPBIM MPEOCTaBJIeH € Corlacus cyObeKTa NepCoOHAIbHbBIX
JAHHBIX WM HA KOTOPHIE B COOTBETCTBUH C efiepaibHBIMU 3aKOHAMHU HE PACIIPOCTPAHSIETCS
TpeboBaHuE COOMIOACHUS KOHPUICHIIMATHHOCTH.

OnepaTop (mepcoHAIBHBIX JaHHBIX) — TOCYJAPCTBEHHBIN OpraH, MyHHUITUTIAJTbHBIN
opras, IOPUINIECKOE WK (PU3UIECKOE JINIIO, OpTraHU3YIoMIee U (MIJIM) OCYIIECTBIISIONICE
00paboTKY NMepCOHATBHBIX TAaHHBIX, @ TAKXKE ONPEACIIAIONINE IIeNTH U CoJIepKaHue 00paboTKU
MEPCOHATBHBIX JaHHBIX.

Texnuueckue cpeacTsa HHPOPMANMUOHHON CUCTEMbI IEPCOHAJILHBIX TAHHBIX —
CPEJCTBA BBIUMCIUTEIbHON TEXHUKHU, UHPOPMAILIMOHHO-BHIYUCITUTENIbHBIE KOMITJIEKCHI U CETH,
CPEICTBA M CUCTEMBI Iepeaauu, npuema u oopadotku [1/]H (cpencTBa u cUCTEMBI 3BYKO3aIUCH,
3BYKOYCHIICHUS, 3BYKOBOCIIPOU3BEICHUS, IIEPETOBOPHBIC U TEICBU3NOHHBIE YCTPOICTBA,
CPEICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U IPYTe TEXHUUECKHUE CPECTBA
00paboTKHN peueBoid, rpaguuecKo, BHUaAeO- U OYKBEHHO-ITU(POBON HHPOPMAIIUH ),
pOrpaMMHBIE Cpe/icTBa (OMEepaIlOHHBIE CUCTEMBI, CUCTEMBI YIIPaBICHUs 0a3aMu JaHHBIX U
T.I.), CPEJCTBA 3AIIUTH HHPOPMAIIUH, TPUMEHSIEMbIE B HHPOPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MHoOpManUK) — HEMPABOMEPHOE MOTyYeHUE HH(OPMAITUH C UC-
MOJIb30BaHNEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIIONIETO OOHAPY)KEHHE, IPUEM U 00pabOTKy
WH(OPMATHUBHBIX CUTHAJIOB.

IlepconasibHbIe JaHHBIE — JTF00ass HH(DOPMALIHS, OTHOCSIIASCS K OMPEICTICHHOMY HUITH
ompeeieMOMYy Ha OCHOBaHUM Takoi nHQpopManuu Gpuzndeckomy Jumy (CyObeKTy
MEPCOHAIBHBIX JaHHBIX), B TOM YHCIIE ero pamMuIns, UMs, OTYECTBO, F'0OJI, MECHI], JaTa U MECTO
pOXeHus, aapec, ceMeitHOoe, ColManbHOE, UMYIIECTBEHHOE TI0JI0KEHNE, 00pa3oBaHue,
npodeccusi, T0X0bl, Apyras HHPOPMAITHUS.

IToGouHbIe 3JIEeKTPOMATHUTHDbIE U3JIYYeHHS U HABOJAKH — DJIEKTPOMAarHUTHBIE
U3ITyYEHUS] TEXHUYECKUX CPEJICTB 00padOTKH 3anuiaeMoil nHpopmaiuu, BO3ZHUKAIOIINE KaK

MOOOYHOE SIBJICHUE U BLI3BAHHEIE SJICKTPUYCCKUMHU CUTHAJIAMU, I[CﬁCTB}GOH.[PIMH B UX



ANEKTPUYECKUX U MAarHUTHBIX LEMSX, a TAKKE 3JEKTPOMAarHUTHBIE HABOJKU ATHX CUTHAJIOB Ha
TOKOTIPOBOISAIINE TUHUU, KOHCTPYKIIMH U I[N MUTAHUS.

IMoanTHKA «4MCTOTO CTOJIA» — KOMIUIEKC OPTaHU3AIMOHHBIX MEPOIPHSIITHIA,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3aMHUChIBAaHUS Ha OyMa>KHbIE HOCUTENH KJII04el U aTpulOyToB
nocTyna (maposeit) ¥ XpaHeH!s UX BOJH3U 00bEKTOB JIOCTYTIA.

IHonb30BaTenb HHPOPMANMOHHOM CHCTEMBI IEPCOHAIBHBIX JAHHBIX — JIULIO,
ydacTByloliee B (yHKIIMOHUPOBAHUU MH(POPMAITMOHHON CHCTEMBI MEPCOHATBHBIX TaHHBIX WIIH
UCIIOJIB3YIONIEee PE3yNbTaThl €€ (HYHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHuyeHusi A0CTYNa — COBOKYIHOCTh MPaBUJI, PETJIaMEHTHPYIOIINUX
npaBa J0CcTyna CyObeKTOB JOCTYIA K 00bEKTaM JIOCTYIIA.

IIporpammuas 3akjaaaKa — KOJ| IPOTpaMMBbl, TIpeTHAMEPEHHO BHECEHHBIHN B IPOTpamMMy
C IIeJIbI0 OCYIIECTBUTH YTEUKY, HI3MEHUTh, OJJOKMPOBATh, YHUUTOXKUTh HH(OPMALIIO UITH
YHUUYTOXXUTH U MOIUGUIIMPOBATH TPOrpaMMHOE obecriedeHre HH(POPMALIMOHHOM CUCTEMBI
MEPCOHANTBHBIX JaHHBIX U (WJIH) OJIOKUPOBATH almapaTHBIC CPEIICTBA.

IIporpamMHoe (MporpaMMHoO-MaTeMaTHYeCKOe) BO3/1eliCTBHEe — HECAHKIINO-
HUPOBAHHOE BO3/ICHCTBHE HA PECYPCHI ABTOMATH3UPOBAHHOW HH(GOPMAIIMOHHON CUCTEMBI,
OCYIIIECTBIISIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX MTPOrPAMM.

PackpbITHE MEPCOHATBHBIX JAHHBIX — YMBIIIICHHOE WU CITy4aifHOE HapYIIICHHE
KOH(UICHIIMATEHOCTY NIEPCOHABHBIX JTaHHBIX.

PacnpocTpaHeHne nepcoHANbHBIX JaHHBIX — JICHCTBUS, HApaBJICHHbIC HA MTepeaavy
MEPCOHAIBHBIX JaHHBIX OMpPE/IEICHHOMY KpYyTY JIUII (Tlepefadya NepCOHAIbHBIX JaHHBIX ) WM Ha
03HAKOMJICHHE C TIEPCOHATBLHBIMH JaHHBIMUA HEOTPAHUUYEHHOTO KPYyTa JIUII, B TOM YHUCIIe
00HapOI0BaHKE NIEPCOHANBHBIX JaHHBIX B CPEJCTBAX MACCOBOM MH(OPMAIIUH, pa3MEIICHHE B
H(}OPMaLMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETSIX WM MPEI0CTaBIeHUE JOCTYIA K
MEPCOHAIBHBIM JIaHHBIM KaKUM-JIH0O UHBIM CIIOCOOOM.

Pecypc nadpopManmoHHON CHCTEMbl — HMEHOBAHHBIN JJIEMEHT CUCTEMHOTO,
NPUKJIAQJHOTO WM allapaTHOTO obecredeHus: PyHKIMOHUPOBAHUS HH(OPMAIIHOHHON CHCTEMBI.
CrnenmnajinbHble KATerOPUH MEPCOHAIBHBIX JAHHBIX — [IEPCOHATbHBIE TaHHBIE,

Kacarolluecs: pacoBOM, HAIMOHATLHOM MPUHAIJICKHOCTH, MOJIMTUYECKUX B3TJIS0B,
PENUTHO3HBIX UK (pusocockux yoexaeHui, COCTOSIHUS 3J0POBbSl U HHTUMHOM >KU3HU
CyObeKTa epCOHANTbHBIX JAHHBIX.

CpencrBa BIYMCIUTEIbHON TEXHUKH — COBOKYITHOCTh IPOIPAMMHBIX M TEXHUYECKHUX

3JIEMEHTOB CUCTEM 00paOOTKHU JAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITEIIBHO WJTH B

COCTaBC APYTUX CUCTCM.



CyObekT mocryna (cy0ObeKT) — JIMIO WK MPOLECce, JEHCTBUS KOTOPOTO per-
JAMEHTHUPYIOTCSI IPaBUJIaMM pa3rpaHUyeHUs 10CTyIa.

TexHnuyeckuii KaHaJ yTe4Kd UHPOPMAIMH — COBOKYITHOCTh HOCUTEINS HH(POpMALIUU
(cpenctBa 00pabOTKM), GU3HMIECKON CpeIbl pacipocTpaHeHUsT HHPOPMATHBHOTO CUTHAJIA 1
CPEICTB, KOTOPBIMU J100bIBaETCS 3amiuiiaeMasi HHGopMaus.

TpancrpannyHasi nepegaya nepcoOHAJbHBIX JAHHBIX — [IEpeladya EPCOHATbHBIX
JAHHBIX onepatopoMm uepes ['ocynapcreennyto rpanuiny Poccuiickoit denepanuu oprany BJIacTH
MHOCTPAHHOTO IrOCy1apCcTBa, (PU3NYECKOMY WU IOPUAMYECKOMY JIMIY HHOCTPAHHOTO
rocyaapcTBna.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JaHHBIX — COBOKYITHOCTh YCIIOBHH U (haKTOPOB,
CO3/AIOIIMX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4allHOT' 0, 10CTyIa K
MEPCOHAIBHBIM JTaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOXKEHHUE, N3MEHEHHUE,
0JIOKMpOBaHKE, KOMMPOBAaHUE, PACTIPOCTPAHEHHUE MTEPCOHATIBHBIX JIaHHBIX, a TAK)KE UHBIX
HECaHKIIMOHUPOBAHHBIX JIEHCTBUN NIpU MX 00paboTKe B MH(POPMAITMOHHON cCHCTEME
NEPCOHAIBHBIX JaHHBIX.

YHHUTOXKEeHNe ePCOHATbHBIX JAHHBIX — ICHCTBUSA, B PE3YyJIbTaTe KOTOPHIX
HEBO3MOKHO BOCCTAHOBUTH COZIEpKaHHE NMEPCOHATBHBIX TaHHBIX B UH(GOPMAIIMOHHOM crcTeMe
NEPCOHAIBHBIX JaHHBIX WM B PE3Y/IbTaTE€ KOTOPHIX YHUUYTOXKAIOTCS MaTepUaibHble HOCUTEIN
NEPCOHAIBHBIX JaHHBIX.

Yreuka (3amumaemMoii) HHGoOpMAIMU M0 TEXHUYECKUM KAHAJIAM — HEKOH-
TPOJUPYyEMOE pacrpocTpaHeHHe HH(pOpMaLIUK OT HOCUTENS 3aliiaeMoil nHpopmanuu yepes
(du3nUecKyro cpeny 10 TEXHUYECKOTO CPENICTBA, OCYIIECTBIIAIONIETO MepexBaT UH(OPMAIIHH.

YupeikaeHue — yupex1eHus 3paBOOXPaHEHUs], COLIMATIBHOMN cepsl, TpyAa U 3aHATOCTH.

Ysa3BUMOCTB — cJ1a00CTh B CPEJCTBAX 3aIUTHI, KOTOPYIO MOXHO MCIOJIB30BaTh AJIs
HapyIIEHUs CUCTEMBI WJIH COJIeprKaIerics B Hel nHGOpMAaIIiy.

LesocTHOCTH HHGpOPMaNMU — CIOCOOHOCTh CPE/ICTBA BHIYUCIUTEIBHON TEXHUKH WIIH
aBTOMATH3UPOBAHHOM CUCTEMbI 00eCIeunBaTh HEU3MEHHOCTh HH(POPMAINH B YCIOBUAX
CITy4alHOTO W/WJU TTPETHAMEPEHHOT0 UCKAKEHUS (pa3pyIeHus).

O0o03HaYeHUS U COKPAIEHUS

ABC — aHTUBHPYCHBIE CPENICTBA

APM - aBTOMaTH3MpOBaHHOE pabouee MEeCTo

BTCC — BcnomorarenbHble TEXHUYECKHE CPEJICTBA U CUCTEMBI

NCTIdH — nadpopManimonHas cucTeMa MepCOHAbHBIX TAHHBIX

K3 — koHTpOnMpyemast 30Ha

JIBC — nokanpHast BEIYUCIUTEILHAS CETh



MD — mexceTeBoi 3KpaH

HC]] — HecaHKIIMOHMPOBAaHHBIN JOCTYTI

OC - onepannoHHas cucTemMa

[1nH — nepcoHalbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3JCHCTBUE

1O — nporpamMmmHoOe obecrieueHue

[IODMUH — no6ouHbIe 3JIeKTPOMarHUTHBIE U3ITyYSHHSI U HABOIKHU

CA3 - cucteMa aHanu3a 3alUIlEeHHOCTH

C3MU — cpenctsa 3amuThl HHGOpMAITUN

C3I1I1 — cucreMa (moAcucTeMa) 3alIUThl IEPCOHABHBIX JAaHHBIX

COB - cucrema oOHapy>KEHHsI BTOPKESHUN

TKVYU - Texandeckue KaHajlbl YTeUKA WHPOpPMaITUH

VYBIIJIa — yrpo3sl 6€301MacHOCTH IEPCOHATIBHBIX JTAHHBIX

Beenenue

Hacrosimas Konuenmus nndopmanonHoi 6ezonacnoctu MCIIJIH B MyHHIMTIAIEHOM
ABTOHOMHOM JIOIITKOJIFHOM 00pa30BaTEIbHOM YUPEKIeHUN aeTcKkui cax NeSO (mamee —
VYupexaenue), siBisgeTcs 0pUIHAIbHBIM TOKYMEHTOM, B KOTOPOM OIpeziesieHa CUCTeMa B3TJIs10B
Ha o0ecrieueHue HHPOPMAITMOHHON 0€30MacHOCTH YUpeKIeHUSI.

Heo6xoaumocts paspaborku Konnenuuu o0yciioBieHa CTpeMUTEIbHBIM
pacimpenreM chepbl TPUMEHEHHsI HOBEHIINX MH(POPMAITHOHHBIX TEXHOJIOTHI U IPOLIECCOB B
Yupexaenusx, mpu o0padboTke nHGpopMauu BooOIIIe, ¥ IEPCOHATBHBIX TaHHBIX B YaCTHOCTH.

Hacrosimas Konuenmus onpeaenser OCHOBHBIC ST U 33J]auH, a TaKKe 00IIyI0
CTpPATEruio MOCTPOSHUSI CHCTEMBI 3aIIUTHI MepcoHanbHbIX AaHHBIX (C3I1[IH) YupexaeHus.
Konnenius onpenensier oOCHOBHbIE TpeOOBaHUS U 6a30BbIE IOJIXO/bI K UX peanu3aliu, Iis
JTOCTIDKEHHS TpeOyeMoro ypoBHs 0€3011acHOCTH WH(OpMaIUH.

Konnenmus pazpaborana B COOTBETCTBUU C CUCTEMHBIM MOJIX0J0M K 00€CIICUeHUIO
UHPOPMaLMOHHOM Ge30macHOCTH. CHUCTEMHBIH MOIX0/] PEeAIoaraeT MPOBeAeHNE KOMITJIEKCa
MEPONPUITHIA, BKIIIOUAIOLINX UCCIIEI0OBaHNE YIpo3 HHPOPMAIIMOHHON 06€30M1acHOCTH
U pa3paboTKy cucteMbl 3amuThl [1J]H, ¢ MO3MINMK KOMIUIEKCHOTO MPUMEHEHHUS TEXHUYECKUX U
OpraHU3aIIMOHHBIX MEP U CPEJICTB 3ALIUTHI.

[Ton uadopmannonHoi 6e3omacHocThio [1/[H MOHMMaeTCs 3aTUIIEHHOCTh
MePCOHANIBHBIX TAHHBIX M 00pabaThIBatomel nX HHOPACTPYKTYpE OT JFOOBIX CIyYalHBIX WA
37I0HAMEPEHHBIX BO3ACUCTBUM, PE3YIbTATOM KOTOPBIX MOXKET SIBUTHCS HAHECEHUE yiepoa
camoit nuaopmaruu, ee BnaaenbuaM (cyorexram [1/1H) wim uadpactpykrype. 3agaqun

UH(POPMALIMOHHOM 0€30MaCHOCTH CBOJAATCS K MUHUMHU3AINH yIepOa OT BOZMOKHOM



peanuzanuu yrpo3 6e3onacHoctu [1/1H, a Takke K MPOTHO3UPOBAHUIO U MPETOTBPALICHUIO TAKUX
BO3JECHCTBUM.

Kontnenus ciry>kuT 0CHOBOM sl pa3pab0TKH KOMIUIEKCA OPraHU3aluOHHBIX U
TEXHUYECKUX MeP MO 0OecTeueHnI0 HHHOPMAITMOHHONW 0€301TaCHOCTH Y UpekKACHUH, a TaKKe
HOPMATUBHBIX U METOAMUYECKUX JOKYMEHTOB, 00€CIEeUHBAIOIINX €€ peann3aluio, 1 He
npezrnonaraeT NogMeHbI (PYHKIUI rocy1apcTBEHHBIX OopraHoB BiacTH Poccuiickoit dexepanuu,
OTBEUAIOIINX 32 oOecreueHne 0e30MacHOCTH NH(POPMAITMOHHBIX TEXHOJIOTHIA U 3aIUTY
nHpopmanuu.

KoH1emnmus aBiseTcs METOI0JI0OTMUECKONH OCHOBOU IS

(dhopMUpOBaHUS U IPOBEICHUS SIMHON MOJUTUKH B 00J1aCTH oOecreueHus: 0€30MacHOCTH
[1du B UCITAH YupexneHus;

MPUHATHS YIPaBIEHYECKUX PEIIeHUH U pa3pabOoTKU MPAKTHUYECKUX Mep MO BOIUIOHICHHUIO
nonutuku 6e3omnacHocTy [1/1H 1 BEIpaOOTKM KOMILIEKCa COTIACOBAaHHBIX MEP HOPMAaTUBHO-
MIPaBOBOTO, TEXHOJOTUYECKOTO U OPTraHU3aIlMOHHO-TEXHUUYECKOTO XapaKTepa, HallpaBJICHHbIX Ha
BBISIBJICHUE, OTPAXKEHUE U JIUKBHUIALMIO TTOCIECTBUN pean3aliy pa3IudHbIX BUOB yTPo3
T 1w;

KOOPJIUHAIINH JESTEIbHOCTH CTPYKTYPHBIX MOAPa3IeICHUN Y UpexaeHUus npu
poBeJIeHNH padoT o pa3ButTuio u dkcruryaranuu UCIIJIH ¢ cobmonenrneM TpedoBaHmiA
obecrieuenus 6e3omacuoctu I1/H;

pa3paboTKy MPeJIOKEHHH 110 COBEPIIEHCTBOBAHUIO TPABOBOI0, HOPMATHUBHOTO,
METOMYECKOT0, TEXHUYECKOT0 1 OpraHu3alMoOHHOro o0ecneuenus 6ezonacuoctu [1/{H B
NCIIH Yupexnenus.

ITpaBoBoii 6a30i as pazpaboTku HacTosmel Konuenmuu ciyxat TpeOoBaHMs
neiicTByromux B Poccun 3akoHO1aTeNbHBIX 1 HOPMATUBHBIX JOKYMEHTOB 10 00ECIIEUEHUIO0
0e30MacHOCTH ePCOHATBHBIX JaHHbIX ([11H).

1. OO0uue mo10:keHUs

Hacrosmas Konnenmus onpenensier OCHOBHBIE IIETH U 33/1a4H, a TAK)Ke OOIIYIO
CTPATETUIO TIOCTPOCHUS CUCTEMBI 3aIUTHI TepcoHATBbHBIX AaHHBIX (C3I1/IH) Yupexnenus, B
cootBercTBuU ¢ [lepeunem MCII/{n. Konuenmust onpenenser OCHOBHbIE TpeOOBaHUS U Oa30BbIE
MOJIXOJIBI K UX peau3aliu, sl TOCTHKEHUS TPeOyeMOoro YpoBHS 0€301aCHOCTH HH(POPMAITUH.

C3I1/11 npencraBisieT co00i COBOKYITHOCTh OpPraHU3aIIMOHHBIX U TEXHUYECKUX
MeponpuaTHhil Aist 3amuThl [1/{H OT HEMpaBOMEPHOTO WK CIYYaHOTO JOCTYIa K HUM,
YHUUTOKEHUS, U3MEHEHUs, OJIOKMPOBaHUs, KOMMUPOBaHUsl, pactipoctpaneHus [1/{H, a Takxe

WHBIX HEIIPAaBOMEPHBIX JEHCTBUM C HUMH.



be3onacHoCTh epcoHaNbHBIX TAHHBIX JOCTUTAETCS MyTEM HCKIIOUECHUS
HECaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIyYaifHOTO, JOCTYIA K EPCOHAIBHBIM JaHHBIM,
pe3yabTaTOM KOTOPOT'O MOXET CTaTh YHUUYTOKEHUE, U3MEHEHHE, OJIOKMPOBaHUE, KOTUPOBAHHUE,
pacnpocTpaHeHue NepCOHANBHBIX JAHHBIX, a TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

CrtpykTypa, coctaB u ocHoBHBIC (pyHKIIMU C3I1/[H onpenenstoTcs ucxoas U3 Kiacca
NCIIa. C3I1/IH BKIIIOYAET OpraHu3allMOHHBIE MEPHI M TEXHUYECKHE CPEICTBA 3aLIUTHI
uHpopManuu (B TOM 4yucie mudpoBaabHble (KPUITOTpa@UUECcKue) CpeacTBa, CPEICTBA
MPEIOTBPALICHHS] HECAHKIIMOHUPOBAHHOTO JI0CTYIA, YTeUKH HHPOPMAIIMH 110 TEXHUYECKUM
KaHaJIaM, TPOTPaMMHO-TEXHHUECKNX BO3JCHCTBUI HA TEXHHUYECKHUE cpencTBa 0opadoTku [1/1H),
a TaKk)Ke MCIOJIb3yeMble B MH(POPMAIIMOHHOHN cucTeMe MHPOPMALMOHHbIE TEXHOIOTHH.

OTH Mepbl TPU3BaHBI 00ECTICYHTD:

KOHGUAeHINATBHOCTh NHPOPMAIUH (3aIIMTa OT HECAHKIHOHUPOBAHHOTO
03HAaKOMJICHHS);

LHEeJOCTHOCTDh HH(pOpMAIMU (aKTYaJIbHOCTh M HEIPOTHUBOPEYMBOCTH MH(OpMAIIHH, €€
3alIUIIEHHOCTH OT Pa3pyIIeHUs] U HECAHKIIMOHUPOBAHHOT'O U3MEHEHN);

AOCTYNMHOCTH HH(pOpMaIuu (BO3MOKHOCTH 3a IPUEMIIEMOE BpEeMsI TIOJTYUYUTh TPEOyeMyIo
HH()OPMAIMOHHYIO YCIIYTY).

OpraHu3anroHHbIE MEPHI MTPETyCMaTPUBAIOT CO3JIaHHE U MOIEpKaHUe IPAaBOBOM 0a3bl
6e3omacuoctu [1/]H 1 pazpaboTky (BBeneHUE B IeiicTBHE) MpeycMOTpeHHbIX [TomuTukoit
nHpopmarmonHoit 6e3omacHoct UCIIJIH crieayronmx opranu3aiioHHO-PacOPsIUTEIbHBIX
JIOKYMEHTOB:

[Tnan mepomnpusituii o ob6ecnedenuto 3amuthl [11a npu ux odpadorke B UCIIT/H;

[Tnan MeponpHsTHiA IO KOHTPOJIIO obecrieueHus 3amuTsl [1)]H;

[Topsimok pe3epBupoBanms U BoccTaHoBieHUs padorocrnocodonoctu TC u 10, 6a3
nmaHabx 1 C3U;

JlomkHocTHast uHCTpyKIMs aamuauctpatopa UCIIIH B yacTi obecnieueHus
6e3onacuoctu [1/1n npu nx o6padotke B UCII/IH;

JomxHocTHast mHCTpYKIUs nosb3oBatens MCII/IH B yactu obecrieuenrst 6€301MacHOCTH
I111 mpu ux o6padotke B UCII/IH;

WucTpykuus noiab3oBatesst HHOOPMAIIMOHHBIX CUCTEM NEPCOHAIBHBIX JAHHBIX 110
o0ecrieyeHnIo0 6e30MacHOCTH 00pabOTKH NMEePCOHATBHBIX JaHHBIX MPU BO3HUKHOBEHHH
BHEIITATHBIX CUTYyallui

PexoMeHnaanuu 1o uCrnoiab30BaHUIO MPOTPAMMHBIX U allllapaTHBIX CPEJICTB 3aLUThI

uHpOpMaLIUH.



TexHu4eckue Mepsl 3alIUTHI PEATU3YIOTCS IIPHU IIOMOIIN COOTBETCTBYIOIIHUX
IIPOrPaMMHO-TEXHUUYECKHUX CPEJCTB U METO/I0B 3alUTHI.

[lepeueHb HEOOXOAUMBIX MEp 3aLUTH HH(POPMAIH OIpeAeseTCs O pe3ylibTaTaM
BHyTpeHHEe# npoBepku 6e3omacHoctu UCTIAH Yupexnenus.

2. 3agaun C3I11n

OcnoBnoii nenbio C3I1/1H siBiisseTcst MUHUMH3AIHS yiep0a OT BO3MOXKHOM pean3aiiu
yrpo3 6ezonacHoctu [1/1H.

Jlns mocTrxkeHus: ocHOBHOM 1ienn cuctema oezomacHocT I1/{x UCITIH momxHa
obecrieunBath 3PGHEKTUBHOE pEIICHUE CIEYIONNX 3a/1a4:

3alIUTy OT BMeNIaTenbcTBa B npouecc pyHkunonuposanus MCIIJIH mocTOpoHHUX JTUIY
(Bo3MOKHOCTB Hcnonb30BaHust AC U JOCTYI K €€ pecypcaM JJOJKHBI UMETh TOJIBKO
3aperUCTPUPOBAHHBIE YCTAHOBJICHHBIM MOPSAKOM IOJIb30BATENH);

pasrpaHu4eHue JOCTyNna 3aperucCTPUPOBAHHBIX MOJIB30BATENECH K allllapaTHBIM,
nporpaMMHbIM U HH(popMarmonHeM pecypcam UCII/IH (BO3MOXKHOCTB JOCTYIA TOJIBKO K TEM
pecypcaM | BBITIOJIHEHUS TOJIBKO TeX ONEepaIuii ¢ HUIMH, KOTOpble HE00X0AUMbI KOHKPETHBIM
nostb3oBatessiM VICTTJIH 115 BEIMOTHEHUSI CBOMX CITYKEOHBIX 00sI3aHHOCTEH ), TO €CTh 3aIUTy
OT HECAHKIIMOHUPOBAHHOIO JI0CTyMA:

e k uH(popMmarmu, upkyaupyomeit B UCI1/IH;

e cpeactBam BeruucauTebHOU TexHuku UCIIH;

e aIMapaTHbIM, IPOTPAMMHBIM U KPUNTOrpadUUECKUM CPECTBAM 3alIUTHI,
ucnosbzyembiM B UCIT/IH;

PEruCTpaLMIO ACHCTBUM NOJIB30BATENEH IIPU UCIIOIB30BAHUH 3AILMINAEMBIX PECYPCOB
NCII/IH B cUCTEMHBIX KypHalax U NEPUOJAUUYECKUN KOHTPOJIb KOPPEKTHOCTH JEHCTBUI
MI0JI30BATENEN CUCTEMBI ITYTEM aHAIN3a CONEPKUMOTO ITUX KYPHAIIOB;

KOHTPOJIb IIEJTOCTHOCTH (0OecTieueHne HEU3MEHHOCTH ) CPEIbl UCTIOTHEHUS TPOTrpamMM U
€€ BOCCTAHOBJICHUE B Cllydae HapylICHHUS,

3alIUTY OT HECAaHKIIMOHUPOBAHHOM MOIN(UKALIUN U KOHTPOJIb LIEJIOCTHOCTH
ucnoib3yembix B UCII/IH nporpaMMHBIX CPEACTB, a TAKXKE 3aLUTY CUCTEMBbI OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX IPOTPAMM;

3anmty [1/IH OT yTeuku Mo TeXHHYECKUM KaHajaM Ipu ee 00paboTke, XpaHEHUH U
nepegade 1o KaHajlaM CBSI3H;

samuty [1/1H, XpaHuMoii, 00padaThiBaeMOl U TIepe1aBaeMoi 1Mo KaHaJlaM CBSI3H, OT
HECAaHKI[MOHUPOBAHHOIO Pa3IJallleHHs WIIH UCKaKEHUS;

o0ecreyeHre )KUBYUECTH KpUNTOrpaduuecKux CpeCTB 3alUThl HHPOPMAIUH MIPH

KOMITPpOMCTAIlUHU 9aCTU KJTFOUEBOM CHUCTCMBI,



CBOEBPEMEHHOE BBISIBJICHHE UCTOYHHUKOB yrpo3 6e3omnacHoctu [1JIH, mpu4nH U yCIOBHH,
CHOCOOCTBYIONIMX HaHECeHHIO yiiepOa cyorekram I1/1H, co3nanue MexaHn3Ma ornepaTuBHOTO
pearupoBaHus Ha yrpo3sl 6ezonacHocty [1/H 1 HeraTuBHBIE TCHACHIINN;

CO3/IaHH€ YCTIOBHM [Tl MUHMMU3AIUH U JIOKAJIM3allid HAHOCHMOTO yiiepoa
HEIPAaBOMEPHBIMU JACUCTBUAMU (PU3MUECKHUX U IOPUIUUYECKHUX JIHII, OcllablieHne HeraTUBHOTO
BIIMSIHUS M TUKBUALNS TIOCIECTBUNA HapymieHus 6e3omnacHocTH [1aH.

3.00beKThI 321U THI

3.1. Ilepeuenb HH(POPMALMOHHBIX CHCTEM

B Vupexnenuu npousBoauTcsi 00padoTKa NepCOHAIbHBIX JAHHBIX B HH(OPMAIMOHHBIX
cuctema 006paboTku nepcoHanbHbIX qaHHBIX (MCITIH).

Ilepeuens UCII/IH onpenensercs Ha ocHoBaHUU OTYeTa 10 pe3ysbTaTaM BHYTPEHHEH
IIPOBEPKHU.

3.2 IlepeyeHb 00HEKTOB 3aIIUTHI

OOBeKTamMu 3alUTHI ABISIOTCS — HHpopMarus, oOpadarsiBaemas B UCIIH, u
TEXHUYECKHE CpeicTBa ee 00pabOTKH U 3amUTHL. [lepeueHp nepcoHalbHBIX TaHHBIX,
MOJJIeXKANIUE 3aluTe, onpezaeieH B [lepeune nepcoHANbHBIX TaHHBIX, MOUICKANIUX 3aIUTE B
NCIIA.

OOBEKTHI 3aIMTHI BKJIIOYAIOT:

» O6pabareiBaeMasi HHPpOpMAILIHS.

e Texnonorunueckast uHGopmanus.

e [IporpamMMHO-TEXHUYECKHE CPEACTBA OOPAOOTKH.

e Cpeacrtaa 3auutsl [1][H.

 Kanans! nHopmarimonHoro oOMeHa u TeJIeKOMMYHUKALINH.
OOBEKTHI ¥ TOMEIIEHHUS, B KOTOPBIX pazMenieHbl komnoHeHTsl UCITIH.

4, Knaccupurkauus moaszoBarenaeid UCILIn

[Tonw3oBarenem UCII/IH siBasieTcs u10, yyacTByomiee B yHKIIMOHUPOBAHUHU
UH(POPMALIMOHHOM CUCTEMBI IIEPCOHATBHBIX JAHHBIX WJIM HCIIOB3YIOIIEEe pe3yJIbTaThl ee
dbyakunonupoBanus. [Tonp3zoBarenem UCII/IH sBisieTcs 110001 COTPYAHUK Y UpEeKICHHUS,
nmeromuii noctyn Kk MCITJIH u ee pecypcam B COOTBETCTBUM C YCTAHOBJICHHBIM MOPSAIKOM, B
COOTBETCTBHUH C €r0 (PyHKIMOHATBHBIMU 00S3aHHOCTSIMH.

ITonb3oBarenu UCII/IH nenarcs Ha TpU OCHOBHBIE KaTETOPUU:

o Anmunuctpatop UCITIH. CoTpynHuku Y4UpekIeHus, KOTOPbIE 3aHUMAIOTCS
HACTPOMKOM, BHEIPEHUEM U COMPOBOXAeHUEM cucTemMbl. Aamunuctparop UCIT/Ix

o0aaeT CleaymuM ypOBHEM TOCTYIIA!



e 00Omamaer moHON MH(OpPMAIUEH 0 CUCTEMHOM M IMPUKIIATHOM
nporpamMmmHoM obecrieuennu UCII/IH;

e o0magaer NoJaHON MH(OPMAIMEH 0 TEXHUYECKUX CPEICTBAX U
koHpurypamuu UCII/IH;

e HMEET JIOCTYIT KO BCEM TEXHHYECKUM CPEJICTBaM 00pabOoTKH HHGOpMAITIH
u manuaeM UCIIIH;

e oOnmamaer mpaBamMu KOHQUTYPUPOBAHUS U AAMUHHCTPATHBHON HACTPONKHU
texHnueckux cpeacts UCIIIH.

e [Iporpammuct-pazpadotunk UCIT/IH. CoTpynHUKN YUpEKIECHUS WU CTOPOHHUX
OpraHu3alMii, KOTOPbIe 3aHUMAIOTCSI Pa3padOTKOI MPOrpaMMHOT0O 0OeCIIeUeHusI.
Pa3paborunk UCIT/Ix oGmagaeT cneayonmm ypoBHEM OCTYIIA:

e o0Omamaer nHpOpMaIUe 00 aNTOPUTMAX U IporpaMmax 00padboTKH
unpopmaruu Ha UCI1/H;

e 001agaeT BO3MOXXHOCTSIMH BHECEHHSI OIIMOOK, HECKIAPHPOBAHHBIX
BO3MO>KHOCTEH, MPOrPaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX MPOrPaMM B MPOrPaMMHOE
obecrieuenne UCII/IH Ha cTanum ee pa3pabOTKH, BHEAPECHUS U COMPOBOKICHHUSI;

e MOXET pacnojararh JIo0bsMU (pparMeHTaMu HH(POPMAITUK O TOTIOJIOTHH
NCIIH 1 TexHuueckux cpeacTrax oopadbotku u 3ammtel [1/1H, oOpabaTbiBaeMbIX B
NCII/R.

e Onieparop UCITAH. CoTpyaHuKu nToApa3AeIeHUl Y UpeKICHHUS YYaCTBYIOIINX B
nporecce skcruryatanuu UCIIa. Oneparop UCII/IH obmagaeT cienyomuM ypoBHEM
JOCTyTIA:

e o0magaer BceMH HEOOXOAUMBIMU aTpUOyTaMHu (HarpuMep, mapoJiem),
o0ecneunBaroMMU JOCTYI K HEKOTOpoMy noaMHOkecTBy [1/1H;

e pacmoiaraeT KOHQUACHINAIbHBIMU JAHHBIMU, K KOTOPBHIM UMEET JOCTYII.

Kareropuu nonb3oBaresneil 10mkHbBI ObITh onpeaenens! 1 kaxaon UCIAx. JJomxHo
OBITH YTOUHEHO pa3/IeICHHE COTPYIHUKOB BHYTPU KaTETOPUI, B COOTBETCTBUU C THITAMH
MoJIb30BaTeseit onpeaeneHHpIMU B [lomuTnke nHPpOpMannoHHON 6€30MacHOCTH.

Bce BbIsIBIIEHHBIE TPYIIIBI OJIB30BATENEH OTpaxaroTcss B OTdere no pe3ysibTaTaM
BHyTpeHHel npoBepku. Ha ocHoBanuu OTueTa onpenenstores npasa JoCTyIa K 3JIEMEHTaM
NCIIJIH s Bcex rpynn nojib30Barenei u orpaxarrcs B Marpuue nocryna B Ilonoxxennu o
pa3rpaHUYeHUH MpaB AOCTYIa K 00pabaTbIBa€MbIM I€PCOHATBHBIM JaHHBIM

5. OcHOBHbIE IPUHIUIIBI IOCTPOEHNS CUCTEMbI KOMILIEKCHOM 321U ThI

uHpopmannu



[TocTpoenue cucremsl obecnieuenus 6e3omacHoctu [1/{n UCITIn Yupexnenus u ee
(GYHKITMOHUPOBAHKE JOJHKHBI OCYIIIECTBISATHCS B COOTBETCTBHH CO CIEAYIOIIUMU OCHOBHBIMH
MPUHIIAIIAMUA:

3aKOHHOCTb;

CUCTEMHOCTb;

KOMILJIEKCHOCTb;

HETPEPHIBHOCTB;

CBOEBPEMEHHOCTb;

MIPEEeMCTBEHHOCTh M HETIPEPHIBHOCTH COBEPLICHCTBOBAHMSI,

MepCOHAJIbHAsI OTBETCTBEHHOCT;

MUHUMU3ALUS TOJTHOMOYHH;

B3aMMO/ICIICTBUE U COTPYAHUYECTBO;

rUOKOCTh CUCTEMBI 3aIUTHI;

OTKPBITOCTh QJITOPUTMOB U MEXaHU3MOB 3aIllUTHI,

MIPOCTOTA MPUMEHEHUS CPEICTB 3ALTUTHI,

Hay4yHasi 000CHOBAHHOCTh U TEXHUYECKasl PeaTu3yeMOCTh;

crelanu3anus u npodhecCuoHaIn3M;

00513aTeNIbHOCTH KOHTPOJISL.

5.1. 3akoHHOCTB

[IpeanonaraeT ocymecTBICHUE 3aIUTHRIX MeponpusITHil U pa3padoTky C3I11H
VYupexieHust B COOTBETCTBHH C JICHCTBYIONIMM 3aKOHOAATEIbCTBOM B oOactu 3amuThl [1/{H 1
JIPYTUX HOPMATUBHBIX aKTOB IO 0€30MacHOCTH WH(OPMAIIUU, YTBEPKIEHHBIX OpraHaAMHU
rOCY/IapCTBEHHOW BIACTH U YIIPABJICHHUS B MPEACiaX UX KOMIICTCHIIUU.

[Tonw3oBarenu u oocayxkuBarontuii nepconan [1Ix UCITn Yupexxnenus q10mKHbI ObITh
OCBEJOMJICHBI O TTOPsIAKE PabOTHI ¢ 3amuinaeMoi nHpopManued u 06 OTBETCTBEHHOCTH 3a
3amuthl [1/1H.

5.2. CUCTEeMHOCThH

Cucremnsliii moaxon k noctpoenuto C3I1/IH YupexxaeHus npeanonaraet yuyer Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIINX U U3MEHSIIOIIMXCS BO BpPEMEHU 3JIEMEHTOB, YCIOBUI U
($akTOpOB, CYIIECTBEHHO 3HAYMMBIX JIJISl IOHUMAHUS U PEIICHUS TPOOIeMbI 00eCTIeueHUS
6e3onacuoctu [11n UCIIAH YupexaeHus.

[Ipu cozmaHum cUCTEMBI 3alIUThI JOJIKHBI YYUTHIBAThCA BCe ci1adble U Haubosee
ySI3BUMBIE MecTa cucTeMbl 00padoTku [1/]H, a Takke XapakTep, BO3MOXKHBIE OOBEKTHI U
HaIlpaBJICHHUS aTak HAa CUCTEMY CO CTOPOHBI HapyHHuTenen (0COOEHHO

BBICOKOKBaJII/I(bI/II_II/IpOBaHHBIX 3H0yMBIH_UIeHHI/IKOB), IMyTHU TPOHUKHOBCHHA B paClipCACIICHHBIC



cucteMbl 1 HCJI x nuandopmaruu. Cructema 3aiiuThl JOJDKHA CTPOUTHCS C YIETOM HE TOJIBKO
BCEX M3BECTHBIX KaHAIOB poHuKkHOBeHUS 1 HCJ k nH(Oopmanmm, HO U ¢ y4eTOM BO3MOKHOCTH
MOSIBJICHUS IPUHIIMITMATFHO HOBBIX MyTEH peann3auu yrpo3 6€30MacHOCTH.

5.3. KomniekcHoCTh

KomriekcHoe ncnoib30BaHre METOJ0B U CPEJICTB 3aLUTHI ITPeIoiaraet
COIIACOBAaHHOE MPUMEHEHHE PA3HOPOAHBIX CPEJICTB IIPH IOCTPOEHUH LIETOCTHON CUCTEMBI
3alllUThl, IEPEKPHIBAIOIIECH BCE CYIIECTBEHHBIC (3HAUMMBbIE) KaHAJIbl pEealn3alluy YIpo3 U He
coJieprkanieil cmabbIX MECT Ha CThIKaX OTAENbHBIX €€ KOMIIOHEHTOB.

3amuTa 10JKHA CTPOUTHCS SUIETOHUPOBaHO. [ KaXKIoro KaHajia yTeuku HHGopMauu
U JUTSL K&KIO0H Yyrpo3bl 0€30MaCHOCTH JOJKHO CYIIECTBOBATh HECKOJIBKO 3aIIUTHBIX PYyOeKe.
Co3naHue 3alUTHBIX PyOeKeil OCYIIECTBISIETCSl C YI€TOM TOT0, YTOOBI ISl MX TPEOI0JICHHS
MOTEHLHMAIbHOMY 3JI0YMBIIIIEHHUKY TpeOOBaIUCh MpodecCHOHaIbHbIE HABBIKM B HECKOJIBKUX
HEB3aMMOCBS3aHHbBIX 00JIACTIX.

Bremrnsis 3anuTa 1omKHA 00€ecTieYnBaThCS PU3NYECKUMU CPEIICTBAMH,
OpTaHU3AIMOHHBIMY U MTPABOBBEIMU MepaMu. OTHUM U3 HanboJee YKPETUICHHBIX pyoeken
MpU3BaHbl OBITH CPEJICTBA KPUNTOrpaUuecKoil 3alIUThI, peali30BaHHbIE C CIOJIB30BaHUEM
texnosioruy VPN. [IpuknagHoi ypoBEeHb 3alTUThI, YAIUTHIBAIOIINN 0COOCHHOCTH MPEIMETHOM
00J1aCTH, MIPEICTABISAET BHYTPEHHUN PYOEXK 3aIUTHI.

5.4. HenpepoiBHOCTH 3amuthl /10

3amuta [1/IH — He pa3oBoe MEPONPUATHE U HE TPOCTAsI COBOKYITHOCTh MPOBEACHHBIX
MEPONPUITHIA U YCTAaHOBJIEHHBIX CPEJICTB 3aLUTHI, @ HEIIPEPHIBHBIN 11eJIeHANPaBICHHbIN
npoliecc, NpeAnoaraouuii IPUHATHE COOTBETCTBYIOIIMX MEp Ha BCEX 3TANAX KU3HEHHOTO
nukia UCIT/IH.

NCII/IH 1omKHBI HAXOAUTHCS B 3aLIUIIIEHHOM COCTOSIHUM HA NMPOTSKEHUU BCETO
BpeMeHH UX (YHKIIMOHUPOBAHUA. B COOTBETCTBUU C 3TUM MPUHILIUIIOM JIOJKHBI IPUHUMATHCS
Mepsbl 1o HeponyeHuto nepexona MCII/IH B He3aMILIEHHOE COCTOSHUE.

BonbmmHCTBY (pM3MYECKHX M TEXHUYECKUX CPENICTB 3AIUUTHI 115 3(pPeKTUBHOTO
BBITMIOJTHEHUS CBOUX (PYHKIIMI HE00X0IMMa MOCTOsIHHAS TEXHUYECKasi U OpraHU3al[MOHHas
(amMHUHHUCTpAaTUBHAS ) TIOJIZIEPKKA (CBOCBPEMEHHAsI CMEHA U 00eCTIeueHNe MPaBUIILHOTO
XPaHEHUs U TIPUMEHEHUSI UMEH, Mapoeil, Kitouei mudpoBaHus, mepeonpeiecHme
MOJTHOMOYHH 1 T.11.). [lepepsIBBI B paboTe CPECTB 3alIUTHl MOTYT OBITh UCTIOIB30BaHBI
37I0YMBIIUICHHUKAMHU JIJIsl aHaJIu3a TPUMEHSIEMbIX METO/IOB U CPEICTB 3alllUTHI, U1 BHEIPEHUS
CHEIHaIbHBIX TPOrPaMMHBIX U alllapaTHBIX «3aKJIAI0K» U APYTUX CPEICTB MPEOJOICHUS
CUCTEMBI 3aIUTHI TIOCIIE BOCCTAHOBIICHUS €€ ()YHKIIMOHUPOBAHUSI.

5.5. CBOeBpEeMEHHOCTh



[IpeanonaraeT ynpexmaaroniuii xapaktep Mep oodecrieueHus 6ezonacuoctu [1/1H, To ecTh
MOCTaHOBKY 3a/1a4 1o koMiutekcHoit 3amure UCIIIH u peanuzanuio mep obecriedeHus
6e3onacuoctu [1/1n Ha panHux ctaausax pazpabotku UCII/IH B 11e710M U €e CUCTEMBI 3aIUThI
nH(popMaIuu, B 4aCTHOCTH.

Pa3paboTka crucTemMbl 3alUThI JOKHA BECTUCH TAapalIeIbHO ¢ pa3paboTKoN 1
pPa3BUTHEM CaMOM 3aIIUIIAeMON CHCTEMBI. DTO TTO3BOJIUT YUECTh TPEOOBaHUS 0€30MaCHOCTH MPH
MPOSKTUPOBAHUH APXUTEKTYPHI U, B KOHEYHOM cueTe, co3/aTh Oosee rddhekTuBHBIE (KaK MO
3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) 3aIIMUILEHHbIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTDH M COBEPIIEHCTBOBAHUE

[IpenmonararoT MOCTOSTHHOE COBEPIICHCTBOBAHUE MEP U CPEICTB 3aIUTH MHPOPMAITUU
Ha OCHOBE MPEEMCTBEHHOCTH OPTaHU3ALMOHHBIX U TEXHUYECKUX PELICHUH, KaJpOBOr0 COCTaBa,
ananu3a pyakruonupoBanus MCII/IH u ee cucTeMBbI 3aIIMTHI C y4€TOM U3MEHEHHH B METO/IaX U
CpelcTBax nepexnara HHGOpMaIUK, HOPMATUBHBIX TPEOOBAHUI 1O 3aLUTE, JOCTUTHYTOTO
OTEUYECTBEHHOTO U 3apy0eKHOT0 OTbITA B 3TOM 00IacTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTh

[IpeanonaraeT Bo310KeHUE OTBETCTBEHHOCTH 3a oOecneuenue 6e3omacHoctu [1/]H n
CUCTEMBI X 00pabOTKU Ha Ka)kI0T0 COTPYIHUKA B IIPEeNax ero noaiHoMounid. B coorBeTcTBUM
C 3TUM TIPUHIIUIIOM PaCIpe/ie]ICHHE MPaB U 00s13aHHOCTEN COTPYTHUKOB CTPOUTCS TAKHM
00pa3oM, 4yTOOBI B ciydae JF000ro HapyIIeHUs! KpyT BUHOBHUKOB ObUT YETKO M3BECTEH HITH
CBEJICH K MUHUMYMY.

5.8. IIpyHUMTT MUHUMM3AUUHA TOJTHOMOYHIA

O3Hauaer npeAoCTaBlICHHUE MOJIb30BATENSIM MUHUMAJIBHBIX TIPAB 10CTYIa B
COOTBETCTBUU C MMPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MIPHUHIIUIIA «BCE, YTO HE
pa3peleHo, 3apemeHo».

Hoctyn x [1/IH qo/mkeH mpeaocTaBiIsAThCs TOIBKO B TOM ClIydae U 00beMe, €CIIA 3TO
HEOOXOIUMO COTPYIHUKY JJIsl BHITIOTHEHHSI €T0 JJOJKHOCTHBIX 00S3aHHOCTEH.

5.9. B3aumoseiicTBre U COTPYIHHYECTBO

[IpeanonaraeT co3panue OaaronpuaTHON aTMOCGhepsl B KOJJIEKTUBAX MOAPA3ACIICHUM,
obecnieunBaronux aesareabHocth UCII[IH Yupexaenus, s CHUKEHUS BEPOSITHOCTH
BO3HUKHOBEHUS HETaTUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

B Takoit 00CTaHOBKE COTPYAHHUKH JOJKHBI OCO3HAHHO COOTIOAATh YCTAHOBJICHHBIE
IIpaBUJjIa U OKa3bIBaTh COACUCTBUE B AEATEIBHOCTH MOAPA3AEICHUN TEXHUUECKON 3aIlUThI
nHpopmanuu.

5.10. T'udkocTh cuctembl 3amuThl [1/H



[IpuHsTHIE MEPBI U YCTAaHOBJICHHBIE CPECTBA 3AIIUTHI, 0OCOOEHHO B HaYaJIbHBIN MEPHO/T
WX JKCIUTyaTalliu, MOTYT 00ECIIeUnBaTh KaK Ype3MEpHbIN, TaK M HEJJOCTATOYHBIH YPOBEHb
3amuThl. i oOecrieueHrss BO3MOKHOCTH BapbHPOBAHMS YPOBHEM 3alUIIICHHOCTH, CPEICTBA
3aIUTHI JOHKHBI 00J1a1aTh OMpeIeIeHHON THOKOCTRI0. OCOOEHHO BaYKHBIM 3TO CBOMCTBO
ABJISIETCS B TEX CIIy4asiX, KOTJIa YCTAHOBKY CPE/ICTB 3alllUThl HEOOXOIMMO OCYLIECTBIIATH Ha
paboTarolyto cucTeMy, He Hapylas mpolecca €€ HOpMalTbHOTO (PYHKIIMOHUPOBAHUS.

5.11. OTKpPBITOCTH AJTOPUTMOB H MEXaHU3MOB 3aIIUTHI

CyTb npuHIUIA OTKPHITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIIUTHI COCTOUT B TOM, YTO
3alUTa He JOJHKHA 00eCIIeYrBaThCs TOJIBKO 3a CUET CEKPETHOCTU CTPYKTYPHOI OpraHu3aluu U
AITOPUTMOB (PYHKIIMOHUPOBAHUS €€ TIOJICUCTEM. 3HAHKUE aJITOPUTMOB pa0OTHI CHCTEMBbI 3aIUTHI
HE JOJIKHO J1aBaTh BO3MOXKHOCTHU €€ MPeo10IeHus (1axe aBTopam). OJIHaKo, 3TO HE 03HAYAET,
410 MH(POPMAIIH O KOHKPETHON CUCTEME 3aIllUTHI JT0JHKHA OBITh 00IIE0CTYITHA.

5.12. IIpocToTa NpUMeHEeHHsI CPEACTB 3aMUTHI

MexaHU3MBI 3aIUTHI JOKHBI OBITh HHTYUTHBHO TIOHSITHBI M IPOCTHI B HCIIOJIb30BAHHH.
[IpumeHeHre cpeiCTB 3alUThI HE JTOJKHO OBITh CBSI3aHO CO 3HAHHEM CIIEIUATBHBIX SI3IKOB WU
C BBINIOJIHEHUEM JEMCTBUIA, TPEOYIOINX 3HAUUTEIbHBIX TOMOJHUTENbHBIX TPYA03aTpar Mpu
00BIUHOI paboTe 3aperucTPUPOBAHHBIX YCTAHOBIEHHBIM MOPSIKOM MOJIb30BaTENIEH, a TAK)KE HE
JOJIKHO TPEOOBATh OT MOJIH30BATEIS BEINOTHEHHUS PYTHHHBIX MAJIOMOHATHBIX €My OIepaliuii
(BBOJI HECKOJIBKUX MApOJIe U UMEH U T.11.).

JlomkHa TOCTUTaThCs aBTOMATH3alMS MAaKCUMAJIBHOTO YKCiia JSHCTBHUH MOJb30BaTeIeH 1
agmuauctparopo UCIT/IH.

5.13. HayuyHasi 000CHOBAHHOCTH U TEXHHYECKAs Pean3yeMoCcTh

NudopmannoHHbIe TEXHOJIOTHH, TEXHUYECKUE U POTPAMMHEIE CPEICTBA, CPEJICTBA U
MepBbI 3aIUTH HHPOPMAIUH TOJKHBI OBITh PeaTn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH U TEXHUKHU, HAYYHO OOOCHOBAHbI C TOUKH 3PEHUS JOCTUKEHUS 3a1aHHOTO YPOBHS
0e30macHOCTH HH(OPMAIIMK U JOKHBI COOTBETCTBOBATH YCTAHOBIIEHHBIM HOPMaM U
TpeboBanusM 1o 6e3omacHocTH [1/]H.

C3I1 1 nomxHa OBITH OPUEHTHPOBAHA HA PEIICHHSI, BO3MOXKHBIC PUCKHU JIsI KOTOPBIX U
MepbI MPOTUBOICHCTBUS 3TUM PUCKAM IPOILIN BCECTOPOHHIOIO TEOPETUUYECKYIO U
MPaKTUYECKYIO POBEPKY.

5.14. Cnennanu3anusi ¥ npogeccnoHaIn3M

[Ipenmonaraer npuBieyeHUE K pa3pabOTKe CPEICTB U PeaTnu3aluy Mep 3alUThI
uH(pOpMallMU CHEHATU3UPOBAHHBIX OpraHu3aluii, HandoJiee OArOTOBIEHHBIX K KOHKPETHOMY
BUJY JESATEILHOCTH 0 o0ecreueHuto 6e3omacHocTr [1/]H, IMEIOIUX OMBIT MPAKTHIECKON

paboThI U TOCYIAPCTBEHHYIO JIUIICH3UIO HAa MPABO OKa3aHUs YCIYT B 3TOH oOsactu. Peanuzanus



aIMMHHCTPATUBHBIX MEP M 3KCIUTyaTalus CPEJICTB 3aLIUThI JOHKHA OCYIIECTBISATHCS
npo¢eCCHOHATBLHO MOATOTOBIEHHBIMHU CIIEHUAIMCTAMU Y UPEKACHUS.

5.15. O0s13aTeILHOCTH KOHTPOJIA

[Ipenmonaraer 00s13aTeILHOCTh U CBOEBPEMEHHOCTh BBISIBIICHUS U MPECEUECHUSI TOMBITOK
HapYyIICHUs YCTAaHOBJICHHBIX MpaBui obecrnieueHus 6e3onacuoctu 11 Ha ocHOBe
UCTIOJIb3YEMBIX CUCTEM U CPEICTB 3aIUTHI HH(POPMALIUK TIPU COBEPIICHCTBOBAaHUH KPUTEPHEB U
METO/I0B OLEHKHU 3(PPEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTpo:b 3a 1esaTenbHOCThIO JH000r0 MOJIb30BaTeNsl, KaXKI0T0 CPEACTBA 3aIUTHI U B
OTHONICHUH JI000r0 00BEKTa 3alIUThHI JOJKEH OCYIIECTBISATHCS HA OCHOBE IPUMEHEHUS
CpPEZICTB ONEPATUBHOTO KOHTPOJIS M PETUCTPALIMH U JIOJDKEH OXBAThIBATh KaK
HECaHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIE ACHCTBUS MOJIb30BaTENEH.

6. Mepbl, MeTOBI M CpecTBa 0o0ecriedeHUus1 TpedyeMoro ypoBHs
3aIMIIEHHOCTH

ObecrnieueHre TpeOyeMOro YpOBHS 3aIIUIIICHHOCTH JTIOJDKHOCTH JOCTUTATHCS C
UCTIOJIb30BaHUEM MEp, METOAOB U cpelicTB Oe3omacHocTU. Bee Mepbl obecnieueHust
6e3onacuoctu MUCII/IH moapa3zaensroTcs Ha:

3aKOHO/IaTeJIbHBIC (PABOBHIC);

MOpaJIbHO-ITHYECKHE;

OpraHHU3aIOHHbIC (A IMUHUCTPATHBHBIC);

buzmveckue;

TeXHUYECKHE (amnmapaTHbIC U TPOTPAMMHBIE).

[Tepeuens BEIOpaHHBIX Mep oOecTieueHus 0e30macHOCTH oTpaxkaeTcs B .[lmane
MEpOTPHUATHIA 10 00ECTICUYCHHIO 3aIUTHI TIEPCOHATBHBIX TAHHBIX

6.1. 3akoHoaaTe/bHBIE (IPABOBbIE) MePbI 3aIUTHI

K npaBoBbIM MepaM 3amuThl OTHOCATCS AEMCTBYIOLIUE B CTpaHe 3aKOHbBI, YKa3bl U
HOpPMAaTHBHBIE aKThl, perilaMeHTUpYIOIIKE paBuiia ooparienus ¢ [1/1H, 3akperuistoniye nmpasa u
0053aHHOCTH Y4aCTHUKOB HH(OPMAIIMOHHBIX OTHOILIEHHI B IIpoliecce ee 00paboTKU U
HCIIOJIb30BaHUs, a TAK)KE YCTaHABIMBAIOIIUE OTBETCTBEHHOCTD 3a HapyIICHUs 3THUX MPaBu,
MPETSITCTBYS TEM CaMbIM HETIPaBOMEpHOMY Hcnoiib3oBanuto [1/1H u sBisromuecs
CIEP’KUBAIOMIMM (DaKTOPOM JJISl TOTCHIMATBHBIX HAPYIITUTEICH.

[TpaBoBBIE MEpHI 3aLTUTHI HOCST B OCHOBHOM YIPEXIAIOUIHHA, TPOPHUIAKTHIECKUI
XapakTep U TpeOYIOT NOCTOSTHHON Pa3bsCHUTENbHOM paboThl C MOJIb30BATENIAMU U
00CITyXKMBAIOUIIM IIEPCOHATIOM CUCTEMBI.

6.2. MopaJjibHO-3THYeCKHE MePbI 3alIUThI



K MOpanpHO-3THYECKMM MepaM OTHOCATCS HOPMBI IIOBEEHUS, KOTOPbIE TPAAULIMOHHO
CJIOKWJIMCh WJIM CKJIAJIBIBAIOTCS 110 Mepe pacnpocTpaneHust DBM B cTpaHe uinm oduiecte. ITH
HOPMBI OOJIBIIEH YaCThIO HE SBISIOTCS 0053aTEIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPKICHHBIC
HOPMAaTHBHBIE aKThl, OJJHAKO, UX HECOOIIOIEHUE BEET OOBIUHO K Ma/ICHUIO aBTOPUTETA,
IPECTHIKA YEI0BEKa, IPYIIIbI JIUI] MM OpraHu3auuu. MopanbHO-ITHUECKUE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMep, o0IIenpU3HaHHbIe HOPMbI YECTHOCTH, MMATPUOTH3MA U T.I1.), TaK U
NHUCaHbIe, TO €CTh 0(POPMIICHHBIE B HEKOTOPHIH CBOJ (YCTaB) MPaBUJI WM IPEAHCAHUI.

MopanibHO-3TUYECKHE MEPBI 3aLUTHI SBJIAIOTCSA MPOPUIAKTHUECKUMH U TPEOYIOT
HOCTOSIHHOM paboThI IO CO3/aHUIO 3/J0POBOTO MOPAIBHOTO KJIMMaTa B KOJUIEKTUBAX
nozpaszesieHui. MopanbHO-3THYECKHE MEPBI 3aLUThl CHU)KAIOT BEPOSITHOCTh BOSHUKHOBEHUS
HETraTUBHBIX JICHCTBUI CBSA3aHHBIX C YEIIOBEUECKUM (PAKTOPOM.

6.3. OpraHu3anoHHbIe (AAMHUHUCTPATUBHbIE) MEPbI 3AIUTHI

OpraHu3anroHHble (aIMUHUCTPATUBHBIE) MEPBI 3AILUTHI — 3TO MEPbI
OpraHU3alMOHHOTO XapaKTepa, periiaMeHTHpYyolue rnpoueccsl pynkuunonnposanus MCI1/IH,
ucnonb3oBanue pecypcoB MCII/IH, nesTenbHOCTh 00CTYKMBAIOIIETO ITEPCOHANA, a TAKXKE
MOPsIIOK B3auMoieiicTBus mosb3oBareneid ¢ UCIIJIn Takum oO6pa3oM, 4TOOBI B HAMOOIBIICH
CTETIEHU 3aTPYJHUTh WIH UCKJIIOUUTh BO3MOKHOCTh pealIn3allii yrpo3 0€301acHOCTH UIIH
CHU3UTh Pa3Mep MOTEPD B ClIydae UX pean3alyi.

I'maBHas 1enb aIMUHUCTPATUBHBIX MEP, IPEIITPUHUMAEMBIX HA BBICILIEM
yIpaBIeHUYECKOM ypoBHE — chopmupoBath [lonmutuky napopmanronnoin 6ezonacaoctu [1/1x
(oTpaXkaroIyro MOIX0bI K 3alIUTe HHPOpMaIUK) U 00ECTICUYUTh €€ BBITIOJIHCHHE, BBIICIISISA
HE00XO0IMMBIE PECYPCHI M KOHTPOJIUPYS COCTOSTHHE JIedl.

Peanuzanus [omutuku nadopmanmonnoii 6e3onacuoctu [1{n B UCIT/IH cocTosAT u3 Mep
a/IMUHUCTPATUBHOI'O YPOBHS M OPraHU3aLMOHHBIX (IIPOLEAYPHBIX) MEP 3alUThI HH(OPMALIHH.

K agMUHUCTpaTHBHOMY yPOBHIO OTHOCSITCSI PELICHMs pyKOBOJCTBA, 3aTparuBaroLIie
nesirenbHOCTs MCII/IH B ienom. Oty perienus 3akperisitores B [Tonutuke nHbopManmoHHOH
6e3omacHocTH. [IpuMepoM Takux pereHuii MOTyT ObITh:

IPUHATHE pelIeHHs 0 (OPMUPOBAHUH MM IEPECMOTPE KOMIUIEKCHOU ITPOrpaMMBI
obecnieuenus 6e3onacHocTH [1/1H, onpeneneHne OTBETCTBEHHBIX 32 €€ pealn3aluio;

(dbopmynHMpoBaHue 1eTei, TOCTaHOBKA 3aj1ay, ONpeeNICHHE HAPaBICHUH 1S TebHOCTH
B oOsactu 6e3omacHoctu I1/1H;

MPUHATHE PEILICHUH MO0 BOIPOCaM pealln3alliy MporpaMMbl 0€301aCHOCTH, KOTOPbIE
paccMaTpUBaOTCA HAa YPOBHE Y UPEKIACHUS B LIETIOM;

obecrnieueHre HOPMATUBHOM (TTPaBOBOI) 0a3bl BOIPOCOB OE30MACHOCTH U T.II.



[TonuTrka BEpXHETO YPOBHS AOHKHA YETKO OUEPTUTH c(pepy BIUSHUSA U OTPAHUUYCHUS
U ONpeeNieHnu 1enei 6ezomacHocTH [1/[H, onpenenuTh KakuMu pecypcaMu (MaTepualibHbIE,
NEPCOHAN) OHU OYyIYT JOCTUTHYTHI U HAUTU Pa3yMHBII KOMIPOMHCC MEXKIY IPUEMIIEMBbIM
ypoBHeM Oe3omacHocTd U (pyHkmoHanbHOCTHI0 MCIT/IH.

Ha oprann3aiinoHHOM ypOBHE OIPEAEIIAIOTCS MPOLEAYPhl U IpaBUia JTOCTUKEHUS LeIeil
U pemieHus 3a1a4 [lonutuku napopmanonHoi 6ezonacHoctu [1J{H. DTr npaBuia onpenensior:

KaKoBa 00JIaCTh MPUMEHEHHsI MOJMTUKH Oe3omacHocTy [1/]H;

KAaKOBBI POJIM U 00S3aHHOCTH JIOJKHOCTHBIX JIMII, OTBEYAIOIUe 32 IPOBEACHHE MOJIUTUKH
6e3omacHocTH [1/]H, a Tak e UX yCTaHOBUTh OTBETCTBEHHOCTb;

KTO UMeeT Ipasa fgocryna k [1/1H;

KaKUMU MepaMu U cpeficTBamu obecrieunBaeTcs 3ammura [1/1H;

KaKUMHU MepaMu U CpeACTBaMH 00eCIIeYBaETCsl KOHTPOJIb 32 COOIIOCHUEM BBEIEHHOTO
pexuMa 6e30MacHOCTH.

Opranu3anvoOHHbIE MEPHI 10JKHBI:

MpeIycMaTpuBaTh PETIAMEHT WH()OPMAIIMOHHBIX OTHOIIEHUH, HCKITFOYAIOITIX
BO3MO>KHOCTh HECAHKIIMOHUPOBAHHBIX JEHCTBHI B OTHOIIEHHH OOBEKTOB 3alUThI;

ONpEeEeNATh KOATUIMOHHBIE U NEPAPXUUECKHE IPUHIIAIBI U METO/IbI PA3rPaHUYEHUS
nocryna k [1/1H;

OTIPENIeNIATh MOPSIOK pabOTHI C MPOrPaMMHO-MAaTEMAaTUYECKUMU U TEXHHUECKUMHU
(ammapaTHbl€) CpeICTBAMHU 3aIUThI U KPUITO3AIIUTHI U APYTUX 3AIIUTHBIX MEXaHHU3MOB;

opranun3oBath Mepbl npotuBoaeiicTers HCJI monb3oBarensiMu Ha 3Tanax
ayTeHTU(UKAINH, aBTOPU3ALINHU, HICHTU(UKAIINN, O0SCTICUNBAIONINX TAPAHTUN PEeATU3allun
IPaB U OTBETCTBEHHOCTH CYOBEKTOB MH(OPMALIMOHHBIX OTHOLICHUH.

B opranun3zannoHHbIE MEpPBI JOKHBI COCTOSITh U3:

pernamenTa nocryna B nomenienust MCIIH;

MOPSIIOK JIONyCKa COTPYAHUKOB K Hcnofib3oBaHuio pecypcoB UCTIIn Yupexnenus;

periaMeHTa MpoIeccoB BeeHUs 0a3 JaHHBIX M OCYIIECTBICHUS MOAU(PHUKAINN
WH()OPMAIMOHHBIX PECYPCOB;

perJamMeHTa MpoLeccoB 00CITyKUBaHUSI U OCYIIECTBIICHUS MOIU(UKAIINK allllapaTHBIX U
nporpaMMmHbIx pecypcoB UCII/IH;

uHCcTpykuuii nonp3osareneid UCIIAn (agpmuanctparopa UCIT/IH, anmunaucTpaTopa
6e3onacHocTH, oneparopa UCIT/Ix);

MHCTPYKUUSA [0JIb30BATENS TP BOZHUKHOBEHUHU BHEIITATHBIX CUTYALIMI.

6.4. ®u3nyeckue Mepbl 3a1UTHI



du3ndyecKue Mepsl 3alUThl OCHOBAHBI HA IPUMEHEHNUH PA3HOTO POJIa MEXaHUYECKUX,
AJIEKTPO- UM 3JIEKTPOHHO-MEXaHUYECKUX YCTPONCTB U COOPYKEHUH, CIIELIMAIIBHO
npeIHa3HAuYSHHBIX AJIS CO3JaHMs (PU3NYECKHUX MPEMSATCTBUN Ha BO3SMOXKHBIX MTyTAX
IIPOHUKHOBEHUS U NOCTYIA IIOTEHIMAIBHBIX HAPYLIUTENIEH K KOMIIOHEHTaM CUCTEMBI U
3alMIaeMoi nHpopMaIyy, a TAKKe TEXHUYECKUX CPE/ICTB BU3yaIbHOIO HAOIIOIEHUS, CBA3H U
OXPAaHHOM CUTHAIU3ALUU.

dusnueckas 3amuTa 3/1aH1H, TOMEIIeHUH, 00BEKTOB U CPEICTB HHPOPMATH3ANH
JIOJKHA OCYHIECTBIIATHCA ITyTEM YCTAHOBIEHHUS COOTBETCTBYIOIUX IIOCTOB OXPaHBI, C IIOMOILBIO
TEXHUYECKHUX CPEJICTB OXPaHbl I JIFOOBIMU IPYTHMHU CIIOCOOaMHU, PEAOTBPAILAIOIIMMH WIH
CYILLIECTBEHHO 3aTPYAHAIOIKMMY [IPOHUKHOBEHHUE B 3[JaHUE, IOMEILCHNS TIOCTOPOHHUX JIUL],
XHILEHHE HHPOPMALIMOHHBIX HOCUTENCH, CAMUX CPEelICTB MH(POPMATH3AIMH, UCKITIOYAIOIINMHU

HAXO0X/IEHWE BHYTPU KOHTPOJIUPYEMOI! (0XpaHsAeMOii) 30HbI TEXHUYECKUX CPENICTB Pa3BEIKU.

6.5. AnnapaTHo-nporpamMMHble cpeacTBa 3amuThl [/

Texuuueckue (anmapaTHO-IPOrPaMMHBIE) MEPHI 3aIIUTHl OCHOBAaHBI HA UCIIOJIb30BAaHUN
Pa3IMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CIEIUAIbHBIX TporpaMm, Bxoasumx B coctaB UCIIIH n
BBINOJIHAOLINX (CAMOCTOATENBHO MM B KOMIUIEKCE C JPYTUMH CPEeICTBaAMM) QYHKIIMU 3aIIUTHI
(uaeHTU(UKALUIO U ayTeHTU(PHUKAIMIO MTOJIb30BaTeNeH, pasrpaHudYeHuE JI0CTYyIa K pecypcam,
PEruCTpaIio COObITUH, KpUNTOrpaduIecKoe 3aKpbITHe HHPOPMALIUH U T.1.).

C yderoM Bcex TpeboBaHMil 1 mpuHIMIIOB oOecnieuenus 6e3onacHoctu [1/In B UCITdH
10 BCEM HAIPABJICHUSAM 3allUThI B COCTAB CUCTEMBI 3aIIUTHI JOJKHBI OBITh BKJIIOUEHBI
CIIEYIOIINE CPEICTBA!

cpeacTBa UAEHTH(PHUKAIMY (ONIO3HABAHUS) U ayTeHTU()UKALNU (TTOATBEPKIACHUS
noayuHHOCTH ) Tosib3oBatenei MCIIx;

CpeACTBa pa3rpaHUYEHUs 10CTYyIA 3apErUCTPUPOBAHHBIX IOIb30BATENEN CUCTEMBI K
pecypcam UCIIIn Yupexnenus;

cpezacTBa o0ecredeHns U KOHTPOJIS EJIOCTHOCTH MPOTrPAMMHBIX U HH(POPMALIMOHHBIX
pecypcoB;

CpeZACTBa ONEPATUBHOTO KOHTPOJIS U PETUCTPALIMU COOBITUI 0€301MacHOCTH;

Kpunrorpaduueckue cpeactna 3amurhl [1/1H.

YcnenrHoe npuMeHeHne TEXHUYECKUX CPEICTB 3aIIUThl HA OCHOBAHUH MTPUHIIUIIOB
(pazzmen 5) mpeAmnoaraeT, YTO BHIMOJHEHNE TTEPEUYNCIICHHBIX HIDKE TPEOOBaHUI 00ecrieueHo
OpraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMHI ) MEPAaMH U UCTIOJIb3yEeMbIMU (PU3NUECKUMU
CpeACTBaMU 3aIIUTHI:

obecniedeHa ¢pu3nueckas 1enocTHOCcTh Beex kommoHeHT MCIT/1H;



Kak1ibIi coTpyaauK (moss3oBatenb MCII/IH) wm rpymnma moip3oBaTeneii uMeeT
YHUKAIBHOE CHCTEMHOE Ml I MUHUMAJIhHO HEOOXOIUMBIC JJIs1 BHITIOTHEHHSI UM CBOUX
(GYyHKINOHATIBHBIX 0053aHHOCTEH MOJTHOMOYUS TI0 IOCTYITY K pecypcaM CUCTEMBI;

B UCII/1n YupexaeHus pazpaboTka v OTIaJKa IPOrPaMM OCYIIECTBIISIETCS 3a
npenenamu UCII/IH;

BCE U3MEHEHUS KOH(PUTYpaLUU TEXHUYECKUX U nporpaMMHbIX cpeacts UCTIIn
IIPOU3BOJIATCS CTPOTO YCTAaHOBJIEHHBIM MOPAIKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS)
TOJIbKO HA OCHOBAaHHMH PACHOPSKEHHUIN pyKOBOACTBA Y UPEKICHUS;

ceTeBoe 000pyaoBaHNE (KOHIIEHTPATOPhI, KOMMYTATOPhI, MAPIIPYTHU3ATOPHI U T.I1.)
pacrosaraercsi B MECTax, HEJJOCTYITHBIX JIJIsl HOCTOPOHHUX (CMELUaTbHbIX TOMEIICHUSX,
mkadax, u T.11.).

CHELUAaIUCTaMU Y UpeKICHUS OCYIECTBISETCA HEPEPHIBHOE YIIPABICHUE U
aJMUHHUCTpATUBHAS MOJAEPKKa PYHKIITMOHUPOBAHUS CPE/ICTB 3AIUTHL.

7. Kontpoas 3¢ppextuBHocTH cuctemsl 3amuthl UCIIIH Yupexnenus

Kontponb sppexruroctr C3I1/IH 10KEeH OCYIMIECTBISACTCS Ha TTEPUOUUECKON
ocHoBe. Llenbio KOHTPOJIs 3P PEKTUBHOCTH SIBJISIETCS CBOEBPEMEHHOE BBISIBIICHUE
HeHa/mexamux pexxumoB padoTsl C3I1/[H (oTKIIFOUEHNE CPECTB 3aIIUTHI, HAPYIICHHE
PEXKUMOB 3aIIUTHI, HECCAHKIIMOHUPOBAHHOE U3MEHEHUE PEKUMA 3alUTHI U T.I1.), a TaK
IIPOTHO3MPOBAHMUE U MPEBEHTUBHOE PearupoBaHue Ha HOBBIE yrpo3bl Oe3omacHocTH [1/]H.

KoHTposb MOXeT mpoBOaUTHCS Kak aqMuHucTpaTopamu 6e3onacuoctu UCTI/
(omepaTHBHBII KOHTPOJIb B Mpoliecce nHpopmaronHoro B3aumoseiictsus B MCII/IH), Tak u
MPUBJIEKAEMBIMHU ISl 3TOU L€ KOMIIETEHTHBIMU OpraHU3alMUsIMU, UMEIOIMMU JTUIEH3UIO Ha
3TOT BUJ JeITenbHOCTH, a Takke DCTIOK Poccun u ®Ch Poccun B ipegenax ux KOMIETECHIINH.

KoHTpoab MOXKET OCYIIECTBIATHCS aIMUHUCTPATOPOM O€30MaCHOCTH KaK € TIOMOIIbIO
HITAaTHBIX CPEICTB CUCTEMBI 3auThl [1/IH, Tak ¥ ¢ MOMOIIBIO CIIEHUATIBHBIX MPOTPAMMHBIX
CPENCTB KOHTPOJIS.

Ornenka 3¢ dhekTruBHOCTH Mep 3amuThl [1/IH TpoBOIUTCS ¢ MCTIOJIB30BAaHUEM
TEXHUYECKUX U MPOrPAMMHBIX CPEICTB KOHTPOJISA Ha MPEIMET COOTBETCTBUS YCTAHOBJICHHBIM
TpeOOBaHUSM.

8. Cdepbl oTBeTcTBeHHOCTH 32 Oe30nacHoCTh [1/IH

OTBETCTBEHHBIM 3a pa3pabOTKy MEP U KOHTPOJIb HaJl 00ecTieueHreM 0€30TacCHOCTH

MEPCOHAIIBHBIX TAHHBIX SBJISETCS PYKOBOJAUTEND Y UpexKAeHUsA. PyKoBOoAUTENh MOKET

ACJICTUPOBATH YaCTh IMOJTHOMOYHI 110 00€CIICYCHUIO 0€30IIaCHOCTH NEPCOHANIBHBIX JaHHBIX.



Cdepa oTBETCTBEHHOCTH PYKOBOAMUTENS BKIIIOYAET CIEAYIONINE HAIIPaBICHUS
obecrieuenus 6e3omacuoctu I1/1H:

[TnmanupoBaHue U peannzanus Mep 1o odecrieuenuto 6e3onacuoctu [1/1H;

Amnanu3 yrpo3 6ezonacaoctu I1/1H;

Pa3pabotky, BHeIpeHEe, KOHTPOJIb UCIIOIHEHUS U TOJJIepKAHUE B aKTyalIbHOM
COCTOSTHUU TIOJIMTHK, PyKOBOJICTB, KOHIICTIIIUHN, MPOIIETYP, PETJIAMEHTOB, HHCTPYKIIHHA U JPYTUX
OpPTaHU3AIMOHHBIX JJOKYMEHTOB 110 00ECTICUeHHI0 O€30MaCHOCTH;

Kontposns 3ammumennoctu UT undpactpykrypst Komnanuu ot yrpoz Ub nyrewm;

O6yuenue u napopmuposanue noip3oatenein MCIIIH, o mopsiake padotsl ¢ [11x u
CpEICTBAMU 3aIUTHI;

[IpenoTBpalieHNe, BEISIBICHUE, pEaripOBaHKE U PACCIeIOBAaHUE HAPYIICHUH
oesomacHoctu I1/1H.

[Ipu B3auMoIeHiCTBUU CO CTOPOHHUMHU OPTaHU3aLUSAMU B CIIydasix, KOTJAa COTPyAHUKaM
ITUX OpPTaHHU3AINH MPEAOCTABISIETCS JOCTYI K 00BEKTaM 3alIHTHI (pa3aen 3), ¢ 3TUMU
OpPTaHU3AIUSIMU JIOJDKHO OBITH 3aKTI04eHO «CornanieHne 0 KOHPUICHINATbHOCTHY, JTHOO0
«Cornammenue o coomoaeHun pexkuma 6e3omacHoctd [1/1a mpu Bemoanenun padot B UCTIIH».
[TonroroBKa TUMOBBIX BAPUAHTOB 3TUX COTJIAIIEHUN OCYIIECTBIISIETCS COBMECTHO C

IOpuanueckum otaeaom.

9. Mopaeab HapymIuTe/ 51 0€30MaCHOCTH
[Ton nHapymmrenem B YupexIeHUU TOHUMAETCS JIMI0, KOTOPOE B PE3yJIbTaTe
YMBIIUICHHBIX WX HEYMBIIIJICHHBIX ACHCTBUI MOXKET HAHECTH yIepO 0ObeKTaM 3alluThl
(pazmen 3).
Hapymurenu noapasnendrorces no npusHaky npuHaiexxHocty k UCITIH. Bee
HaApYIIUTEIH JEJISATCS Ha JBE TPYIIIbL:
e BHEIIHNE HAPYIIUTENIH — (PU3HUECKUE JIUIIA, HE UMEIOIINE TpaBa NpeObIBaHUS Ha
TEPPUTOPUN KOHTPOIUPYEMOU 30HBI, B MpeiesiaX KOTOPOH pa3MeniaeTcsi 000pyI0BaHME
NCTIH;
e BHYTPEHHHE HAPYIIUTETH — (PU3UUECKUE JIUIIA, UMEIOIINE MTPaBo MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOIHUPYEMOI 30HBI, B MpeiesiaX KOTOPOH pa3MeniaeTcsi 000pyI0BaHHE
NCII .
Kiaccudukanms Hapymmrenei npeacrarieHa B Moenu yrpo3 6€30macHOCTH

nepcoHanbHbIX AaHHbIX Kaxaou UCII/IH.

10. Mopenab yrpo3 6e30nacHOCTH



Jns UCIIH YupexaeHus BIACISIOTCS CIEAYIOIME OCHOBHbIE KATETOPUH yTPO3
0€30MacCHOCTH MEePCOHATBHBIX TAHHBIX:

VYTpo3bl OT YTEUKHU 110 TEXHUUYECKUM KaHaJIaM.

VYTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HH(pOpMAIIH:

e YTpO3bl YHUUTOXKEHHUS, XUIlleHUs annapatHbiX cpeacts MCIIIH HocuTenen
uHpopManuu nyteM (uznyeckoro gocryna k anementam UCIIH.

e YTpO3bl XUIICHHS], HECAHKIIMOHUPOBAHHOW MOAU(UKAIINY WU OJTOKHPOBAHUS
nH(popManuu 3a cuet HecaHKImoHupoBaHHoro noctyna (HCJI) ¢ mpumeneHnem
MIPOrpaMMHO-AIIaPaTHBIX U MPOrPAMMHBIX CPEJICTB (B TOM YHKCIIE MPOrPpaMMHO-
MaTeMaTHYECKUX BO3JICHUCTBUI).

 YTpo3bl HE IPEJHAMEPEHHBIX JEHCTBUN MT0IB30BATEIEH U HAPYLLICHUI
6e3onacuHoctu ¢pynkimonuposanus UCII/Ix u C3I1/IH B ee cocTaBe u3-3a c60eB B
MpOrpaMMHOM 00€CIIEUeHNH, & TAK)KE OT YIPO3 HEAHTPOIIOTEHHOT0 (COOEB anmaparypbl
13-32 HEHAJIS)KHOCTH JIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXHIHOTO (YAapOB MOJTHUH,
M0KapoB, HABOJHEHUH U T.I1.) XapakrTepa.

e YTpO3bl peTHAMEPEHHBIX AEHCTBUI BHYTPEHHUX HAPYIIUTEIICH.

e YIpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA IO KaHAJIaM CBSI3U.

Ornucanue yrpo3, BEposITHOCTh UX peain3allii, OMIACHOCTb U aKTyaJbHOCTh

npezcTaBieHbl B Mojenu yrpo3 6€301acHOCTH NepCOHANbHBIX JaHHBIX Kakaoi MCIT/IH.

11. Mexanu3m peasunzanuu Konnenuuu

Peanuzanus Konuenuuu n0iKHa OCYIIECTBISATHCS HA OCHOBE MEPCIEKTUBHBIX MTPOTrpaMM
U TUTAaHOB, KOTOPBHIE COCTABJISIFOTCS] HA OCHOBAHUHU U BO HUCIIOJIHEHUE:!

(dhenepallbHBIX 3aKOHOB B 001acTH o0ecriedeHust H(PpOpMaIMOHHOM 0€30MMacHOCTH 1
3alUTH MH()OpMAINH;

nocranoBieHuii [IpaBurenscrBa Poccuiickon @enepaunu;

PYKOBOJSIINX, OPTaHU3aLIMOHHO-PACTIOPSIAUTEIBHBIX U METOIMYECKUX TOKYMEHTOB
DOCTOK Poccun;

notpedHocteit MCIT/IH B cpencrax obecrieueHus: 6e30nacHOCTH HHPOPMALIUH.

12. O:xupaemblii 3¢ dexr or peanusanuu Konnenuun

Peammzanus Kornenuuu 6e3onacuoctu [1/1a 8 UCIT/IH mo3BoauUT:

OIICHUTH cocTosiHue Oe3onacHoctu nHdopmaruu UCIIJ/IH, BRISBUTH HCTOUHUKH
BHYTPEHHUX U BHEUTHHUX yIpo3 HH()OPMAIMOHHOM O€30MacHOCTH, ONIPEISIIUTh TPHOPHUTETHHIC

HaIlpaBJICHUs IPEAOTBPALCHUS, OTPAXKEHUS U HEUTPAIIM3ALUU ITUX YIPO3;



pa3paboTaTh pacopsSAUTEIbHBIE U HOPMATUBHO-METOIUYECKUE IOKYMEHTHI
npuMmenurenbHo Kk UCII/IH;

npoBecTH Kiaccupukanuto u ceprudpukaruio MCI1/IH;

MIPOBECTU OPraHU3AIMOHHO-PEKUMHBIE U TEXHUUECKHUE MEPOIPUSITHS 110 00ECIIEUEHUIO
oesomacuoctu I1/{a B UCITH;

obecnieunTh He0OXOUMBIN YPOBEHB 0€30MaCHOCTH OOBEKTOB 3aAIHTHI.

OcyIecTBICHUE YTHX MEPONPHUITHI 00ECTICYUT CO3TaHHE SUHOMN, IIEIIOCTHON 1
CKOOPJIMHUPOBAHHOHW cucTeMbl nHpopmanronHon 6ezonacuoctu UCIIJIH 1 cozmact ycmoBus

JUTS €€ TaTbHEUIIEero COBEPIICHCTBOBAHUSI.

13. Cnncok CnoJib30BaHHbIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMHU M METOIMYECKUMU JOKYMEHTaMH, Ha KOTOPBIX
6azupyertcs Hacrosee [lonoxenue sBIAOTCA:

®enepanbhblil 3akoH oT 27.07.2006 1. Neo 152-D3 «O nepcoHaNbHBIX JaHHBIX (anee —
@3 «O nepcoHaIbHBIX JaHHBIX)»), YCTAHABIUBAIONINI OCHOBHBIC IPUHIIUIIBI U YCIIOBHS
oOpaboTtku 1/, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX
¢ obpabotkoii [1]1H.

«[Tonoxenne 06 obecrieueHNN 0€30MACHOCTH NIEPCOHANBHBIX JAaHHBIX MPU X 00paboTKe
B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX TAHHBIX», yTBepkKAeHHOE [locTaHOBIIEHHEM
[TpaButensctBa PO o1 17.11.2007 r. Ne 781.

«[Topsinok mpoBeneHus kinaccuurauy HHPOPMAILIMOHHBIX CUCTEM MTEPCOHANBHBIX
JAaHHBIX», yTBepkIeHHbIN coBMecTHBIM [Ipukazom @CTOK Poccun Ne 55, @CB Poccun Ne 86 n
Munundopmcsszu PO Ne 20 ot 13.02.2008 .

«ITonoxxenne 06 0COOEHHOCTIX 00PaOOTKH MTEPCOHAIBHBIX JTAHHBIX, OCYIIECTBIISICMOM
0e3 MCMOIb30BaHUs CPEICTB aBTOMAaTU3aluny, yTBepxkaeHHoe [loctanoBnenueM [IpaBurenscTBa
P® ot 15.09.2008 r. Ne 687.

«TpeboBanus K MaTEpUATHLHBIM HOCUTEISIM OMOMETPUYECKUX TTEPCOHATBHBIX TaHHBIX U
TEXHOJIOTHSM XpaHEeHHsI TAKUX JAHHBIX BHE HH(OPMAIIMOHHBIX CHCTEM MEePCOHAIBHBIX
JIaHHBIX», yTBepkaAeHHbIe [locTanoBnenneM [IpaButenscta PD ot 06.07.2008 1. No 512.

HopmartuBHO-MeToqnueckue 10KyMeHTsl denepanbHoil ¢y KO0bl IO TEXHUYECKOMY U
3KCIepTHOMY KOHTpoto Poccuiickoit deneparuu (nanee — @CTIK Poccun) nmo obecrieuenuto
6e3onacuoctu [1/1a mpu ux o6padotke B UCII/H:

PexoMenganuu no o6ecreyeHnIo 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX PU UX

00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHABHBIX TaHHBIX, YTB. 3aM. TUPEKTOpa

OCTOIK Poccun 15.02.08 r. (JACII)



OcCHOBHbBIE MEPOTIPUATHS IO OPTraHU3AUU U TEXHUUYECKOMY 00ecTiedyeHII0 6€301MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBAEMBIX B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX
naHHbIX, yTB. 3aM. aupektopa PCTIK Poccun 15.02.08 r. (ACII)

bazoBast Mogenp yrpo3 6e30MacHOCTH MEPCOHANBHBIX TAHHBIX MPU UX 00paboTKe B
WH()OPMAITMOHHBIX CHCTEMax MEPCOHATBHBIX aHHBIX, YTB. 3aM. qupekropa DCTIK Poccun
15.02.08 r. (JACI)

MeTtoauka onpeseNeHus akTyalbHbIX yrPpo3 0€30MaCHOCTH MePCOHANBHBIX JAHHBIX MTPU
ux 00paboTke B MHOOPMALIMOHHBIX CHCTEMaX MEePCOHAIbHBIX TaHHBIX, YTB. 3aM. IUPEKTOpPa

OCTIK Poccun 15.02.08 r. (JACII)
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